PATENT ABSTRACTS OF JAPAN 



(1 1 )Publication number : 2003-1 24878 

(43)Date of publication of application : 25.04.2003 



(51)Int.CI. 




H04B 7/26 
H04L 12/28 




(21)Application number : 


: 2002- 


(71)Applicant 


: TOSHIBA CORP 




211414 






(22)Date of filing : 


19.07.2002 


(72)Inventor : 


ADAGHI TOMOKO 








rrO KUNIAKI 








KASAMI HIDEO 








TOSHIMITSU KIYOSHI 



(30)Priority 

Priority number : 2001239198 Priority date : 07.08.2001 Priority country : JP 



(54) WIRELESS COMMUNICATION SYSTEM AND WIRELESS STATION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a wireless communication system and 
wireless station by which communication between a base station device and a 
plurality of terminal devices can be efficiently performed even when SDMA (space 
division multiple access) is used with OSMA (carrier sense multiple access). 
SOLUTION: Each of the terminal devices comprises: a means to receive first data 
which are broadcast from the base station device; a means to receive second data 
which are unicast from the base station device to the terminal device; a 
determining means to determine the presence/absence of directional beam control 
in the base station deviceon the basis of received power measured when the first 
data are received and received power measured when the second data are 
received; and a control means to control transmitting power of transmitting data to 
the base station device when the determining means determines that the base 
station device is performing directional beam control. 



CLAIMS 



[Claim(s)] 

[Claim 1]A radio communications system which transmits and receives data 



between a base station device and two or more terminal unitscomprising: 
Transmission power at the time of said base station device transmitting dataas for 
said terminal unit. 

Received power measured when data transmitted from said base station device 
was received. 

A decision means which judges existence of directional beam control of said base 
station device based on classification of received this data. 
And a regulation means which adjusts transmission power at the time of 
transmitting data for [ this ] base station devices according to a decision result by 
said decision means. 

[Claim 2]A radio communications system which transmits and receives data by 
CSMA (Carrier Sense Multiple Access) between a base station device and two or 
more terminal unitscomprising: 

Transmission power at the time of said base station device transmitting dataas for 
said terminal unit. 

Received power measured when data transmitted from said base station device 
was received. 

A decision means which judges existence of directional beam control of said base 
station device based on classification of received this data. 

And a regulation means which adjusts either at least among transmission power at 
the time of transmitting data for [ said ] base station devices based on a decision 
result of said decision meansand a career sense level of said terminal unit. 

[Claim 3]A radio communications system which transmits and receives data 
between a base station device and two or more terminal unitscomprising: 
A reception means which receives the 2nd data by which the unicast was carried 
out to said addressing to a terminal unit from said base station device while said 
terminal unit received the 1st data broadcast from said base station device. 
Received power measured when said 1 st data was received. 

A decision means which Judges existence of directional beam control of said base 
station device based on received power measured when said 2nd data was 
received. 

A regulation means which acljusts transmission power at the time of transmitting 
data for [ said ] base station devices when it Judges that said base station device 
is performing said directional beam control. 

[Claim 4]A radio communications system which transmits and receives data 

between a base station device and two or more terminal unitscomprising: 

A reception means which receives the 2nd data by which the unicast was carried 

out to said addressing to a terminal unit from said base station device while said 

terminal unit received the 1st data broadcast from said base station device. 

Received power measured when said 1st data was received. 

Transmission power at the time of said base station device transmitting said 1st 



data. 

A decision means which judges existence of directional beam control of said base 
station device based on received power measured when said 2nd data was 
receivedand transmission power at the time of said base station device 
transmitting said 2nd dataA regulation means which adjusts transmission power at 
the time of transmitting data for [ said ] base station devices when it judges that 
said base station device is performing said directional beam control. 

[Claim 5]The radio communications system according to claim 3 or 4 when it 
Judges [ said regulation means ] that said base station device is controlling a 
directional beamwherein it sets transmission power at the time of transmitting 
data for [ said ] base station devices as necessary minimum which can receive 
this base station device. 

[Claim 6]When it judges that said base station device is performing directional 
beam controljudge whether a base station device and space division multiple 
connection are still more possibleand said regulation meansWhen said base station 
device controls a directional beam and it moreover judges that this base station 
device and space division multiple connection are possibleThe radio 
communications system according to claim 3 setting transmission power at the 
time of transmitting data for [ said ] base station devices as necessary minimum 
which can receive this base station device. 

[Claim 7]A radio communications system which transmits and receives data by a 
CSMA (Carrier Sense Multiple Access) method between a base station device and 
two or more terminal unitscomprising: 

A reception means which receives the 2nd data by which the unicast was carried 
out to said terminal unit from said base station device while said terminal unit 
receives the 1st data broadcast from said base station device. 
Received power measured when said 1 st data was received. 

A decision means which judges existence of directional beam control of said base 
station device based on received power measured when said 2nd data was 
received. 

And transmission power at the time of transmitting data for [ said ] base station 
deviceswhen it judges that said base station device is performing directional beam 
control and a regulation means of the career sense levels of said terminal unit 
which adjusts either at least. 

[Claim 8]A radio communications system which transmits and receives data by a 
CSMA (Carrier Sense MultipleAccess) method between a base station device and 
two or more terminal unitscomprising: 

A reception means which receives the 2nd data by which the unicast was carried 

out to said terminal unit from said base station device while said terminal unit 

receives the 1st data broadcast from said base station device. 

Received power measured when said 1st data was received. 

Transmission power at the time of said base station device transmitting said 1 st 



data. 

Received power measured when said 2nd data was received. 
A decision means which judges existence of directional beam control of said base 
station device based on transmission power at the time of said base station device 
transmitting said 2nd data. 

And transmission power at the time of transmitting data for [ said ] base station 
deviceswhen it judges that said base station device is performing directional beam 
control, 

A regulation means of the career sense levels of said terminal unit which adjusts 
either at least. 

[Claim 9]The radio communications system according to claim 7 or 8 when it 
judges [ said regulation means ] that said base station is controlling a directional 
beamwherein it sets up a career sense level of a self-device low [ to such an 
extent that the function is not spoiled ]. 

[Claim 10] When it judges that said base station device is performing directional 
beam controljudge whether a base station device and space division multiple 
connection are still more possibleand said regulation meansThe radio 
communications system according to claim 7 or 8 setting up a career sense level 
of a self-device low [ to such an extent that that function is not spoiled ] when 
said base station device controls a directional beam and it moreover judges that 
this base station device and space division multiple connection are possible. 
[Claim 1 1]A radio terminal which transmits and receives data between base 
station devicescomprising: 

A reception means which receives the 2nd data by which a unicast is carried out 
to said addressing to a terminal unit from said base station device while receiving 
the 1 st data broadcast from said base station device. 
Received power measured when said 1st data was received. 

A decision means which judges existence of directional beam control of said base 
station device based on received power measured when said 2nd data was 
received. 

A regulation means which adjusts transmission power at the time of transmitting 
data for [ said ] base station devices when it judges that said base station device 
is performing directional beam control. 

[Claim 12]A radio terminal which transmits and receives data between base 
station devicescomprising: 

A reception means which receives the 2nd data by which a unicast is carried out 

to said addressing to a terminal unit from said base station device while receiving 

the 1 St data broadcast from said base station device. 

Received power measured when said 1 st data was received. 

Transmission power at the time of said base station device transmitting said 1st 

data. 

A decision means which judges existence of directional beam control of said base 



station device based on received power measured when said 2nd data was 
receivedand transmission power at the time of said base station device 
transmitting said 2nd dataA regulation means which adjusts transmission power at 
the time of transmitting data for [ said ] base station devices when it judges that 
said base station device is performing directional beam control. 

[Claim 13]The radio terminal according to claim 11 or 12 when it judges [ said 
regulation means ] that said base station device is controlling a directional 
beamwherein it sets transmission power at the time of transmitting data for 
[ said ] base station devices as necessary minimum which can receive this base 
station device. 

[Claim 14]When it judges that said base station device is performing directional 
beam controljudge whether a base station device and space division multiple 
connection are still more possibleand said regulation meansWhen said base station 
device controls a directional beam and it moreover judges that this base station 
device and space division multiple connection are possibleThe radio terminal 
according to claim 11 or 12 setting transmission power at the time of transmitting 
data for [ said ] base station devices as necessary minimum which can receive 
this base station device. 

[Claim 15]A radio terminal which transmits and receives data by a method (Carrier 

Sense Multiple Access) between base station devicescomprising: 

A reception means which receives the 2nd data by which a unicast is carried out 

to said addressing to a terminal unit from said base station device while receiving 

the 1st data broadcast from said base station device. 

Received power measured when said 1 st data was received. 

A decision means which judges existence of directional beam control of said base 
station device based on received power measured when said 2nd data was 
received. 

Transmission power at the time of transmitting data for [ said ] base station 
deviceswhen it judges that said base station device is performing directional beam 
controland a regulation means of the career sense levels of said terminal unit 
which acUusts either at least. 

[Claim 1 6]A radio terminal which transmits and receives data by a method (Carrier 

Sense Multiple Access) between base station devicescomprising: 

A reception means which receives the 2nd data by which a unicast is carried out 

to said addressing to a terminal unit from said base station device while receiving 

the 1 st data broadcast from said base station device. 

Received power measured when said 1st data was received. 

Transmission power at the time of said base station device transmitting said 1st 

data. 

A decision means which judges existence of directional beam control of said base 
station device based on transmission power at the time of received power 
measured when said 2nd data was receivedand said base station device 



transmitting said 2nd dataTransmission power at the time of transmitting data for 
[ said ] base station deviceswhen it judges that said base station device is 
performing directional beam controland a regulation means of the career sense 
levels of said terminal unit which ac{justs either at least. 

[Claim 17]The radio terminal according to claim 15 or 16 when it judges [ said 
regulation means ] that said base station device is controlling a directional 
beamwherein it sets up a career sense level of a self-device low [ to such an 
extent that the function is not spoiled ]. 

[Claim 18]When it judges that said base station device is performing directional 
beam controljudge whether a base station device and space division multiple 
connection are still more possibleand said regulation meansThe radio terminal 
according to claim 12 setting up a career sense level of a self-device low [ to 
such an extent that the function is not spoiled ] when said base station device 
controls a directional beam and it moreover judges that this base station device 
and space division multiple connection are possible. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the radio terminal contained in the 
wireless LAN which communicates by a space division multiple in a useful radio 
communications system and this system. 
[0002] 

[Description of the Prior ArtjCSMA (Carrier Sense Multiple.) The wireless LAN 
system (ISO/IEC 8802-1 1:1 999(E) ANSI/IEEE Std 802.1 1-1999 edition) based on 
IEEE802.1 1 using an Access method is known. This wireless LAN system includes 
two or more terminal units (station) and base stations (access point). A terminal 
unit performs carrier sensingbefore the packet transmission to the base station 
which should transmit a packet (data). Carrier sensing contains physical carrier 
sensing and virtual carrier sensing. It is judged from a received signal level whether 
physical carrier sensing is whether wireless communication media are busy and an 
idol. Virtual carrier sensing judges whether wireless communication media are busy 
or you are an idol from the reserved information included in an input signal. 
[0003]A terminal unit performs carrier sensing and carries out adjournment of 
packet transmissionstart of connection between base stationsor transmission of a 
packet. Namelywhen larger than a threshold with the receiving level of a signalOr 
other terminal units or channel reserved information from a base station (when the 
packet containing NAV (ISO/IEC 8802-11:1 999 (E) ANSI/IEEE Std 802.1 1 1999 
edition) is receivedpacket transmission) [ postpone and ] After the random 
transmission standby passage of timewhen wireless communication media become 
an idolconnection between base stations is started. When already 



connectedrandom transmission standby time transmits the packet which carried 
out destination designation of the address of a base station without waiting. 
[0004]On the other handthe SOMA (SpaceDlvision Multiple Access) method is 
known as one of the multiplex systems in a radio communications system. A 
SOMA method uses the adaptive array antenna with which the base station was 
equipped. An adaptive array antenna forms two or more antenna beams which 
reduce a mutual interference. This becomes realizable [ improvement in 
communication qualityand simultaneous transmlssive communication with the 
terminal unit of a base station device and plurality further ]. 
[0005]It is thought by applying a SOMA method to the wireless LAN system of a 
CSMA method that the same advantage is enjoyable. 
[0006] 

[Problem(s) to be Solved by the Invention] Howeverif a SOMA method is simply 
applied to the wireless LAN system of a CSMA methodthe following problems will 
occur. 

[0007]Generallya terminal unit does not have a directional antenna like an adaptive 
array antenna. For this reasonwhile the terminal unit is performing packet 
transmission between base stationsother terminal units judge that wireless 
communication media are busy by the above-mentioned carrier sensing 
functionand refrain from packet transmission. Thereforeeven if it equipped with the 
adaptive array antenna the base station of the radio communications system 
which has adopted the CSMA methodthere was a problem that space division 
multiple communication in which two or more terminal units perform simultaneous 
transmissive communication by the same channel could not be performed 
efficiently. 

[0008]The purpose of this invention is to provide the radio communications 
system and radio terminal which can perform efficiently communication between a 
base station and two or more terminalseven if it applies a SDMA method to 
communication by a CSMA method. 
[0009] 

[Means for Solving the Problem]In order to solve said technical problem and to 

attain the purposethis invention uses a means shown below. 
[OOlOjThis invention equips with the following a radio communications system 
which transmits and receives data between a base station device and two or more 
terminal units. 

Received power measured when said terminal unit received data transmitted from 
said base station device. 

A decision means which judges existence of directional beam control of said base 
station device based on classification of received this data. 
And a regulation means which adjusts transmission power at the time of 
transmitting data for [ this ] base station devices according to a decision result by 
said decision means. 



[001 1]This invention is characterized by that a radio communications system 



which transmits and receives data by CSMA (Carrier Sense Multiple Access) 
between a base station device and two or more terminal units comprises: 
Received power measured when said terminal unit received data transmitted from 
said base station device. 

A decision means which judges existence of directional beam control of said base 
station device based on classification of received this data. 
And transmission power at the time of transmitting data for [ said ] base station 
devices based on a decision result of said decision means. 

A regulation means which adjusts either at least among career sense levels of said 
terminal unit. 

[001 2]According to this inventionthis invention is characterized by that a radio 

communications system which transmits and receives data between a base station 

device and two or more terminal units comprises the following again. 

A reception means which receives the 2nd data by which the unicast was carried 

out to said addressing to a terminal unit from said base station device while said 

terminal unit received the 1st data broadcast from said base station device. 

Received power measured when said 1st data was received. 

A decision means which Judges existence of directional beam control of said base 

station device based on received power measured when said 2nd data was 

received. 

A regulation means which adjusts transmission power at the time of transmitting 
data for [ said ] base station devices when it judges that said base station device 
is performing said directional beam control. 

[GDI 3] According to this inventionthis invention is characterized by that a radio 
communications system which transmits and receives data by a CSMA (Carrier 
Sense Multiple Access) method between a base station device and two or more 
terminal units comprises the following again. 

A reception means which receives the 2nd data by which the unicast was carried 
out to said terminal unit from said base station device while said terminal unit 
receives the 1 st data broadcast from said base station device. 
Received power measured when said 1st data was received. 

A decision means which judges existence of directional beam control of said base 
station device based on received power measured when said 2nd data was 
received. 

And transmission power at the time of transmitting data for [ said ] base station 
deviceswhen it judges that said base station device is performing directional beam 
control and a regulation means of the career sense levels of said terminal unit 
which adjusts either at least. 

[001 4] According to this inventionthis invention is characterized by that a radio 
terminal which transmits and receives data between base station devices 
comprises the following. 



A reception means which receives the 2nd data by which a unicast is carried out 
to said addressing to a terminal unit from said base station device while receiving 
the 1 st data broadcast from said base station device. 
Received power measured when said 1 st data was received. 

A decision means which judges existence of directional beam control of said base 
station device based on received power measured when said 2nd data was 
received. 

A regulation means which adjusts transmission power at the time of transmitting 
data for [ said ] base station devices when it judges that said base station device 
is performing directional beam control. 

[0015]According to this inventionthis invention is characterized by that a radio 

terminal which transmits and receives data by a method (Carrier Sense Multiple 

Access) between base station devices comprises the following. 

A reception means which receives the 2nd data by which a unicast is carried out 

to said addressing to a terminal unit from said base station device while receiving 

the 1st data broadcast from said base station device. 

Received power measured when said 1st data was received. 

A decision means which judges existence of directional beam control of said base 
station device based on received power measured when said 2nd data was 
received. 

Transmission power at the time of transmitting data for [ said ] base station 
deviceswhen it judges that said base station device is performing directional beam 
controland a regulation means of the career sense levels of said terminal unit 
which adjusts either at least. 

[001 6] According to this inventiontransmission power control for communication 
between base stations of a radio terminal is performed. While a radio terminal is 
communicating with a base station devicewhen other radio terminals which exist 
near the radio terminal carry out carrier sensingthat a busy of wireless 
communication media is detected decreases. Thereforethe number of point-to- 
multipoint connections can be made to increase. Thereforeimprovement in 
transmission efficiency at the time of applying a SDMA method can be aimed at. 
[001 7] A radio terminal performs career sense level control. While other radio 
terminals which exist near the radio terminal are communicating with a base 
station devicewhen a radio terminal carries out carrier sensingbusy detection of 
wireless communication media can be lessened by controlling a career sense level. 
Thereforethe number of point-to-multipoint connections can be made to increase. 
Thereforeimprovement in transmission efficiency at the time of applying a SDMA 
method can be aimed at. 

[001 8]A radio terminal performs career sense level control. While other radio 
terminals which exist near the radio terminal are communicating with a base 
station devicedetecting a busy of wireless communication media decreases in the 
case of carrier sensing of a radio terminal. Thereforethe number of point-to- 



multipoint connections can be made to increase. Thereforeimprovement in 
transmission efficiency at the time of applying a SDMA method can be aimed at. 
[0019] 

[Embodiment of the Invention] Hereafteran embodiment of the invention is 
describedreferring to drawings. 

[0020] Drawing 1 shows the radio communications system concerning a 1st 
embodiment of this invention. This radio communications system is constituted as 
a wireless LAN system. This wireless LAN system is basedfor example on an 
IEEE802.11 (IEEE802.11a and IEEE802.11b are also included) standard. BSS (Basic 
service set) which comprises the radio terminal (STA) 4-1 as two or more wireless 
clients connected with the base station device (AP) 1 as one access point there 
thru/or 4-3 is shown. 

[0021 ]The base station device 1 is installed in a specific fixed positionand is 
connected to the backbone network 5. The base station device 1 is provided with 
the adaptive array antenna 2and the adaptive array 2 forms two or more 
comparatively narrow directivity response patterns (it is also called a directional 
beam or an antenna beam) 3-1 thru/or 3-3. 

[0022]It is possible for the base station device 1 to perform the simultaneous 
transmissive communication in the same channel by such the antenna beam 3-1 
thru/or 3-3 between two or more radio terminals (it is hereafter called a terminal 
unit or a terminal simply) 4-1 thru/or 4-3. That iscommunication between the 
base station device Ithe terminal unit 4-1 or 4-3 is performed by the SDMA 
method. By this embodimentthe base station device 1 forms the three antenna 
beams 3-1 thru/or 3-3and the example which performs simultaneous transmissive 
communication between the three terminal units 4-1 thru/or 4-3 is explained. 
Howeverthe numbers of terminal units which perform the number and 
simultaneous transmissive communication of an antenna beam should just be two 
or more arbitrary numbers. Although the terminal unit 4-1 thru/or 4-3 are 
generally installed in a fixed positionit may be carried in the mobile. 
[0023]Nextthe composition of the base station device 1 concerning this 
embodiment is explained using drawing 2 . 

[0024]In the receiver 11-1 thru/or 11-3the terminal unit 4-1 thru/or the sending 
signal from 4-3 are received via each antenna beam 3-1 of the adaptive array 
antenna 2 thru/or 3-3. The processing which includes a recovery and decoding to 
the received signal accomplishesand input-signal RS-1 thru/or RS-3 are 
generated. 

[0025]In the transmitter 12-1 thru/or 12-3the sending signals TS1 thru/or TS3 
which should be transmitted to the terminal unit 4-1 thru/or 4-3 via each antenna 
beam 3-1 of the adaptive array antenna 2 thru/or 3-3respectively are generated. 
These sending signals TS1 thru/or TS3 are supplied to the adaptive array antenna 
2. 

[0026]The receiver 11-1 thru/or the input signals RSI thru/or RS3 from 11-3 are 
inputted into the reception control part 13and predetermined reception is 
performed. 



[0027]The transmission control part 14 performs transmitting processing of 
generation of the data for transmitting to the terminal unit (STA) 4-1 thru/or 4-3 
by broadcasting and a unicastetc. The data generated by the transmission control 
part 14 is transmitted to the terminal unit (STA) 4-1 thru/or 4-3 as the sending 
signals TS1 thru/or TS3 via the transmitter 12-1 thru/or 12-3. 
[0028]Nextthe concrete example of composition of the adaptive array antenna 2 is 
explained using drawing 3 . 

[0029]As shown in drawing 3t he adaptive array antenna 2the antenna element 30- 
1 — or. 30-3 and the transmission-and-reception change-over switch 31-1 — or. 
31-3 and the low noise amplifier (LNA) 32-1 — or. 32-3 and the down converter 
33-1 — or. 33-3the distributor 34-1 or 34-3the received beam formation circuit 
35-1 or 35-3the transmit beam formation circuit 36-1 or 36-3the composing 
device 37-1 or 37-3the up converter 38-1 or 38-3the high-frequency power 
amplifier (HPA) 39-1 or 39-3. And it has the beam control part 40. 
[0030]The transmission-and-reception change-over switch 31-1 thru/or 31- 
3LNA32-1 to 32-3the down converter 33-1 or 33-3the distributor 34-1 or 34- 
3the composing device 37-1 or 37-3the up converter 38-1 or 38-3 and HPA39-1 
thru/or 39-3Corresponding to each antenna element 30-1 thru/or 30-3it is 
provided with the antenna element 30-1 thru/or several said number (this example 
three pieces) of 30-3. On the other handthe received beam formation circuit 35-1 
thru/or 35-3 and the transmit beam formation circuit 36-1 thru/or 36-3 are 
provided with several said number of the antenna beams which the adaptive array 
antenna 2 forms (this example three beams). There may be more antenna beams 
at least than the antenna element 30-1 thru/or the number of 30-3. 
[0031]Operation of the adaptive array antenna 2 is explained. The wave- 
frequencies (RF) signal received by the antenna element 30-1 thru/or 30-3 is 
inputted into LNA32-1 thru/or 32-3 respectively via the transmission-and- 
reception change-over switch 31-1 thru/or 31-3. Nextthe inputted RF signal is 
amplified by the predetermined level by LNA32-1 thru/or 32-3. The RF signal 
amplified by LNA32-1 thru/or 32-3 is inputted into the down converter 33-1 
thru/or 33-3respectively. The down converter 33-1 thru/or 33-3 change the 
inputted RF signal into an intermediate frequency (IF) or baseband (BB)and inputs 
it into the distributor 34-1 thru/or 34-3. 

[0032]The output signal from the down converter 33-1 is distributed to the 
received beam formation circuit 35-1 thru/or 35-3 by the distributor 34-1. The 
output signal from the down converter 33-2 is distributed to the received beam 
formation circuit 35-1 thru/or 35-3 by the distributor 34-2. The output signal from 
the down converter 33-3 is distributed to the received beam formation circuit 35- 
1 thru/or 35-3 by the distributor 34-3. 

[0033]In the received beam formation circuit 35-1 thru/or 35-3weighting 
composition of the inputted signal is carried out according to the complex 
weighting factor for reception set up by the beam control part 40. Therebytwo or 
more receiving antenna beams are formed. The signal corresponding to the 
received beam formation circuit 35-1 thru/or each receiving antenna beam from 



35-3 is supplied to the receiver 11-1 in drawing 2 thru/or 1 1-3respectively. 
[0034]On the other handthe transmitter 12-1 in drawing 2 t hru/or the sending 
signals TS1 thru/or TS3 from 12-3 are inputted into the transmit beam formation 
circuit 36-1 thru/or 36-3respectively. In the transmit beam formation circuit 36-1 
thru/or 36-3two or more complex weighting factors for transmission set up by the 
beam control part 40 to the sending signal inputted into each can take advantaging. 
[0035]Two or more output signals from the transmit beam formation circuit 36-1 
are inputted into the composing device 37-1 thru/or 37-3. Two or more output 
signals from the transmit beam formation circuit 36-2 are also inputted into the 
composing device 37-1 thru/or 37-3. Two or more output signals from the 
transmit beam formation circuit 36-3 are also inputted into the composing device 

37- 1 thru/or 37-3. In the composing device 37-1 thru/or 37-3two or more signals 
inputted into each are compounded by one signal. 

[0036]The composing device 37-1 thru/or the output signal from 37-3 are 
inputted into the up converter 38-1 thru/or 38-3respectively, The up converter 

38- 1 thru/or 38-3 change an intermediate frequency (IF) or baseband (BB) into 
wave frequencies (RF)and inputs it into HPA39-1 thru/or 39-3. The sending signal 
amplified by HPA39-1 thru/or 39-3 is supplied to the antenna element 30-1 
thru/or 30-3 respectively via the switch 31-1 thru/or 31-3and is transmitted to a 
terminal unit. 

[0037]The beam control part 40 sets up the complex weighting factor for 
reception to the received beam formation circuit 35-1 thru/or 35-3 to have 
mentioned above. The beam control part 40 sets up the complex weighting factor 
for transmission to the transmit beam formation circuit 36-1 thru/or 36-3. A 
weighting factor for the beam control part 40 to communicate with the same 
terminal unit to a mutually corresponding beam forming circuit (for examplethe 
received beam formation circuit 35-1 and the transmit beam formation circuit 36- 
1) by transmission and reception is set up. 

[0038]The base station device (AP) 1 transmits the beacon (Beacon) to a certain 
time interval. Beacon is transmitted to the circumference of the base station 
device 1 using the transmission power which two or more terminal units (STA) 4-1 
thru/or 4-3 can receive. The beacon frame needs to transmit to all the terminal 
unit (STA) 4-1 thru/or 4-3. Thereforesince broadcast transmission is performedan 
indirectional pattern is used. On the other handit is necessary to perform 
transmission and reception of authentication and the frame at the time of 
association processing according to each terminal unit (STA) 4-1 thru/or 4 -3 
pieces. Thereforesince unicast transmission is performeda directional beam is 
used. 

[0039]Paying attention to this featurethe terminal unit (STA) 4-1 concerning a 1st 
embodiment thru/or 4-3 investigate the classification of data which received. This 
classification contains the frame transmitted by an indirectional pattern (it is also 
called an indirectional beam)and the frame transmitted by the directional beam. 
The frame transmitted by an indirectional pattern is a beacon frame specified to 
IEEE802.1 1 (IEEE802.1 la and 802.1 lb are also included). The frames transmitted 



by the directional beam are for examplean authentication frame and an association 
frame. 

[0040]The profit of the directional beam at the time of transmitting the frame 
addressed to a terminal unit by a unicast from the base station device 1 is 
presumed using the received power information at the time of an indirectional 
beamand the received power information at the time of a directional beam. It can 
be presumed more correctly that the profit of a directional beam also uses the 
transmission power information at the time of an indirectional beamand the 
transmission power information at the time of a directional beam. If frame 
classification (broadcloth/unicast) information is not usedthe profit of a directional 
beam will be presumed using transmission power information and received power 
information. It is judged whether as for a terminal unitit is possible for the base 
station device 1 to form a directional beam based on the result. If possibleit will be 
judged whether next the base station device 1 concerned and SOMA are possible. 
If SOMA is possibleit is constituted so that the transmission power of the data 
addressed to base station device 1 may be adjusted. 

[0041] Drawing 4 shows roughly the example of composition of the important 
section of terminal unit (STA) 4-i (i= 1 thru/or 3). 

[0042]Terminal unit (STA) 4-i comprises the antenna lOOthe receive section 101a 
received power test sectionthe received-data classification primary detecting 
element 103the transmission power primary detecting element 104the beam profit 
estimating part 105the transmission power control section 106the transmission 
section 107and the information processing section 108. There may not be the 
transmission power primary detecting element 104. 

[0043]that send data is created by a user's operationfor example as for the 
information processing section 108 **** — etc, — it carries outand send data will 
be passed to the transmission section 107 if a Request to Send arises. The 
transmission section 107 changes this send data (for examplean IP packet may be 
sufficient) into the MAC frame to which it is specified at IEEE802.1 1. 
Furthermorethe transmission section 107 changes the MAC frame as digital data 
into the radio signal of predetermined frequency (for example2.4 GHz)and sends it 
as an electric wave via the antenna 100. 

[0044]On the other handthe signal received with the antenna 100 is inputted into 
the receive section 101. The receive section 101 changes the received signal into 
a MAC frameextracts received data from the information field in this MAC 
frameand hands the information processing section 108. The information 
processing section 108 performs processing for displaying received data on a 
displayetc. The information processing section 108 may be constituted so that 
variety-of-information processing may be performed besides the above. 
[0045]The MAC frame specified to IEEE802.1 1 is used not only as a data frame for 
the communication which exchanges data also for access control. This access 
control includes getting the base station device 1 to attest in advance of 
communicationor transmitting the message for securing a transmission right etc. 
The procedure for these is specified to IEEE802.1 1. The receive section 101 and 



the transmission section 107 perform the procedureor generate a MAC frame. 
[0046]A MAC frame comprises a MAC headera data fieldand frame check 
sequence (FCS)as shown in drawing 5 (a). A MAC header is a maximum of 30 
bytes (in the case of a maximum of 30 bytes of MAC headeran address field is 
added between a sequence control field and a data field)and memorizes various 
control information. A data field memorizes a maximum of 2312 bytes of data. FCS 
is used in order to confirm whether data was sent correctly. 

[0047]There are three kinds of MAC framesthe administrative frame for managing 
a wireless system like a beaconthe frame of authenticationor the frame of an 
associationthe data frame for data communicationsand the other frames for 
control used by an access control section. It is shown in type Fla in frame control 
F1 in a MAC header what kind of MAC frame it is. Subtype Fib in frame control F1 
shows the kind of above MAC frames still more finely. 

[0048]When a data frame is transmitted to a terminal unit from a base station 
deviceA MAC header includes the transmission source address (SA) of destination 
address (DA) F2BSSID(Basic Service Set Identification) F3 which are the MAC 
Addresses of the base station device which actually transmits a frameand a frame 
I'ke drawing 5 (a). In the case of an administrative framethe position of BSSID and 
SA becomes reverseand an address field becomes the order of DASAand BSSID. 
The destination address F2 holds the broadcast address defined beforehand and 
the address of each terminal unit (ST A) 4-i. In the case of a control frame (for 
exampleRTS/CTS)a MAC header becomes frame control and any two 
orderDurationID and the address fields RATAand BSSIDand an address field is set 
to one depending on the kind of frame. A frame body is lost. In the case of RTSa 
MAC header becomes the order of frame controlDuration IDRATAand FCS. In the 
case of CTSa MAC header becomes the order of frame controlDuration IDRAand 
FCS. 

[0049]It returns to explanation of drawing 4 and when frame data is received in the 
receive section 101 the received power test section 102 is constituted so that the 
electric power (received power) induced by the antenna may be measured. 
[0050]The received-data classification primary detecting element 103 judges that 
by which the MAC frame concerned was broadcast from the information held at 
the data field F4 which is the MAC header part and frame body in the MAC frame 
obtained in the receive section 101 and the thing by which the unicast was carried 
out. 

[0051]Namelyfrom type F1a in a MAC frameand subtype Fib. It is judged whether 
the MAC frame concerned is a beacon frame (broadcast frame data) or it is a 
frame (frame data by which the unicast was carried out) of authentication or an 

association. 

[0052]The received-data classification primary detecting element 103 can also 
judge that by which the MAC frame concerned was broadcastand the thing by 
which the unicast was carried out from destination address (DA) F2 in the MAC 
frame obtained in the receive section 101. Howeverhere explains taking the case 
of the case of the former. 



[0053]The transmission power primary detecting element 104 extracts the 
information (transmission power information) about the transmission power at the 
time of transmitting the MAC frame concerned from the base station device 1 out 
of the MAC frame obtained in the receive section 101. Although the power value 
itself may be sufficient as transmission power informationit may be a relative value 
(for examplelevel value) on the basis of a certain value defined beforehand. In 
shortwhat is necessary is just the information how much change of transmission 
power is can judge the terminal unit (STA) 4-i side to be. Transmission power 
information is stored in the position as which the MAC frame was determined 
beforehand. For examplea beaconauthenticationAlthough the field (it is reserved) 
of the undefined is in the data field F4 of drawing 5 (a) which is frame bodiessuch 
as an associationby an IEEE802.1 1 (IEEE802.1 1a and 802.1 lb are also included) 
standardit is desirable to show transmission power information using these. 
Howeverit does not restrict in this case but may be shown using the field which is 
intact on employment of the radio communications system in a MAC frame. 
[0054]. For exampleit is all over the field of status code (status code) which is 
held in the information field of drawing 5 (a) which is an authentication frame body 
in the case of the frame of authentication. Transmission power information can 
also be expressedusing the status code of the undefined one or more (refer to 
drawing 5 (b)). 

[0055]The transmission power of various MAC frames is defined beforehandand 
corresponding to the kind of MAC framessuch as a beaconauthenticationand an 
associationit may constitute so that the transmission power may be beforehand 
memorized to the transmission power primary detecting element 104. In this 
casethe transmission power primary detecting element 104 is the received-data 
classification primary detecting element 103and if the kind of received MAC frame 
is detectedit will read the transmission power corresponding to that kind. 
[0056]The classification of the received data concerned detected in the data type 
primary detecting element 103 to the data which the beam profit estimating part 
105 received in the receive section 101 The profit of the directional beam is 
presumed from the transmission power information of the received power 
measured by the received power test section 1 02and the received data concerned 
obtained in the transmission power primary detecting element 104. the 
classification of data — broadcast frame data like a beacon frame — or frame 
data like authentication or an association by which the unicast was carried out is 
shown. And the existence of directional beam control of the base station device 1 
is judged. When this value (level) is furthermore more than a predetermined levelit 
is judged that SOMA is possible. 

[0057]When the beam profit estimating part 105 judges that SOMA is possiblethe 
transmission power control section 106 lowers only the level which was able to 
define beforehand the transmission power of the data addressed to base station 
device Ifor example. It is preferred that it is the smallest possible transmission 
poweri.e. necessary minimum transmission powerwithin desirable limits which can 
receive the base station device 1. The circuit for performing transmission power 



control itself is publicly known. 

[0058] Drawing 6 is a flow chart for explaining the processing operation of terminal 
unit (STA) 4H. 

[0059]In drawing St erminal unit (STA) 4-1 will become receiving modeif one [ a 
power supply ] (Step S1) (Step S2). For exampleif there is a demand from the base 
station device 1 it will be in the state where it can communicate by establishing a 
connection always. 

[0060]In the state of receiving modethe Request to Send for transmitting data to 
terminal unit (STA) 4-i (for examplea user's operation) occursand suppose that 
the connection establishment request for connecting with the base station device 
1 occurred the self-device (Step S3), in this casebetween terminal unit (STA) 4-i 
and the base station devices 1 — authentication — an association — processing 
is performed (step S4Step S5). About the establishment method of 
connectionssuch as authentication and an associationit is based on the 
IEEE802.11 (IEEE802.11a and IEEE802.11b are also included) standard. 
[0061 ]If authentication and an association are completed normally and the 
connection between terminal unit (STA) 4-i and the base station device 1 is 
establishedterminal unit (STA) 4-i can communicate with the base station device 1 
through this connection (Step S6). 

[0062]If the disconnect request of the connection between the base station 
devices 1 produces terminal unit (STA) 4-idisassociation (Disassociation) and 
DIOSEN — a ticket — SHON (Deauthentication) pass operation — cutting the 
connection established [ above-mentioned ] — (Step S8 and step S9) — it shifts 
to receiving mode again (Step S2). 

[0063]disassociation and DIOSEN — a ticket — about the method of cutting 
connectionssuch as SHONit is based on the IEEE802.11 (IEEE802.11a and 
IEEE802.11b are also included) standard. 

[0064]Nextwith reference to drawing 7 any one of terminal unit (STA) 4-i (for 
exampleterminal unit (STA) 4-1) is taken for an exampleand the transmission- 
power-control procedure at the time of transmitting data to the base station 
device 1 is explained. 

[0065]From the base station device Ithe beacon frame is transmitted to every 
constant period (it is not necessary to be an exact cycle strictly) (Step SI 01). 
Theoretically terminal unit (STA) 4-i besides [ receiving mode / of Step S2 of 
drawing 6 ] the timeDIOSEN of the authentication of step S4the association of 
Step S5the disassociation of Step S8and step S9 — a ticket — during processing 
of SHONreception of a beacon frame is possible also in communicate mode. For 
exampleat the time of receiving mode the terminal unit (STA) 4-1 When it judges 
that the data received via the antenna 1 00 is a beacon frame in the receive- 
packet classification primary detecting element 103It was contained in the beacon 
frame concerned from the received power and the transmission power primary 
detecting element 104 of the beacon frame concerned measured by the received 
power test section 102or the transmission power information beforehand 
memorized to beacon frame correspondence is inputted into the beam profit 



estimating part 105 (Step S102). 

[0066]The received power and transmission power information which were then 
measured whenever it received the beacon frame may be made into a pairand it 
may memorize to a time series. 

[0067]Thenconnection establishment arises in the terminal unit (STA) 4-1 (Step 
S3 of drawing 6 )and suppose that it shifted to processing of the authentication of 
step S4 of drawing 6 . In this casefirst the transmission section 107 of the terminal 
unit (STA) 4-1 As opposed to the base station device 1 (addressing to the base 
station device 1)The authentication frame of authentication transaction sequence 
number =(only referred to as ATSN below) 1 which is a signal which starts the 
demand of authentication is transmitted (Step SI 03). In that casea terminal unit 
transmits the authentication frame of ATSN=1 with the transmission powerwhen 
there is transmission power set up by the transmission power control section 106 
before on the occasion of the data transmission towards the base station device 1 
concerned. When that is not rightit may be made to transmit with the default 
transmission power defined beforehand. 

[0068]ATSN is shown in the data field F4 which is a frame body of an 
authentication frame. 

[0069] Based on the received power at that timeetc.the base station device 1 
which received the authentication frame of ATSN=1 sets up the directional beam 
turned to the terminal unit (STA) 4-1 (Step SI 04). That isthe above-mentioned 
weighting factor corresponding to the direction in which the terminal unit (STA) 4- 
1 exists is set up. 

[0070]The base station device 1 transmits the authentication frame (response of 
the authentication frame of ATSN=1) of ATSN=2 to the terminal unit (STA) 4-1 
using this set-up directional beam (Step S105). 

[0071] As mentioned abovetransmission power information may be included in the 
authentication frame of this ATSN=2. 

[0072]When the receive-packet classification primary detecting element 103 
judges that the data received via the antenna 100 is an authentication frame of 
ATSN=2The received power of the frame concerned measured by the received 
power test section 102 by the beam profit estimating part 105It was extracted 
from the frame concerned by the transmission power primary detecting element 
104or the transmission power information beforehand memorized to authentication 
frame correspondence of ATSN=2 is inputted (Step S106). Whenas for thisa base 
station does not set up a directional beamthe angle of beam spread of the 1 st 
directional beam in a base station was decided beforehand (comparatively 
widely)and it is possible for a terminal unit at the time of known. 
[0073]At this timethe beam profit estimating part 105 and the transmission power 
control section 106 perform processing as shown in drawing 8 using the received 
power and transmission power information of an authentication frame of ATSN=2 
which were acquired at Step SI 06 of drawing 7 and adjust transmission power 
(Step SI 07). 

[0074]In drawing Bfi rst the beam profit estimating part 105Received power and 



transmission power information of the received beacon frame which were acquired 
at Step SI 02 of drawing 7 The existence of directional beam control of the base 
station device 1 is judged from the received power of the authentication frame of 
ATSN=2 and transmission power information which were acquired at the above- 
mentioned step SI 06 (Step S201). That isif it is put in another way as the 
existence of directional beam controlit will be whether directivity is extracted for 
turningand whether the antenna beam is turned to the terminal unit (STA) 4-1 
terminal unit (STA) 4-1 in the base station device 1. 
[0075] For examplethe transmission power information of a beacon frame 
transmitted by the indirectional pattern presupposes that the received power was 
"2" by "2." And the transmission power information of an authentication frame 
which has probably been transmitted using the directional beam presupposes that 
the received power was "4" by "3." The numerical value shown here shows the 
level corresponding to not a actual power value but a power value. Thusif received 
power becomes large that the transmission power of the base station device 1 is 
not different from "3"it will be presumed that the base station device 1 is 
performing directional beam control which has a profit of level Ifor example. The 
existence of directional beam control can be similarly judged from a promise (or 
assumption) that transmission power with same base station has transmitted at 
the time of the procedure which deleted detection of transmission power. 
[0076]Similarlythe transmission power information of a beacon frame presupposes 
that the received power was "2" by "3." And the transmission power information 
of an authentication frame presupposes that the received power was "4" by "4." 
Thusalthough only "1" is largethe transmission power of the base station device 
1 received power — "2" — also when the degree of change of the transmission 
power of becoming largeand the degree of change of received power do not 
correspondit is presumed that the base station device 1 is performing directional 
beam control which has a profit of level Ifor example. 

[0077]The transmission power information of a beacon frame presupposes that the 
received power was "2" by "3." And the transmission power information of an 
authentication frame presupposes that the received power was "3" by "4." At this 
timein connection with the transmission power of the base station device 1 having 
become large only "l"also in received poweronly "1" is large and the degree of 
change of transmission power and the degree of change of received power 
correspond. Since the transmission power control in the base station device 1 
occurs and received power is also changing corresponding to it at this timeit can 
be presumed that the base station device 1 has not carried out directional beam 
control which used the directional antenna. 

[0078]Presumed accuracy can be raised by presuming from the received result of 
two or more beacon frames and two authentication frames or more. 
[0079]If it is judged that directional beam control is performed by the base station 
device 1 at the above-mentioned step S201it will be judged next with the base 
station device 1 whether it is strong sufficient antenna beam in which directivity is 
enough extracted for turning and in which SDMA is possible terminal unit (STA) 4- 



1. Namelythe level of the profit of a directional beam presumed as mentioned 
above judges that SDMA is possible for the beam profit estimating part 105for 
examplefor example at the time (Step S202) more than a predetermined level 
(Step S203). 

[0080]For exampleif there is a profit of the directional beam of one or more 
levelsit will be judged here that it is enough for the diaphragm condition in the 
base station device 1 to perform SDMA (it is judged that SDMA is possible). 
[0081]Step S202 may not necessarily be required judgmentand there may not be. 
In this casewhen it judges that the base station device 1 is performing directional 
beam control at Step S201Step S202 and Step S203 are skippedand it progresses 
to Step S204. 

[0082]When the beam profit estimating part 105 judges that SDMA is possible as 
mentioned above at Step S203It progresses to Step S204and the transmission 
power control section 106 lowers only the level which was able to define 
beforehand the transmission power of the data addressed to base station device 
land sets the transmission power of the data addressed to base station device 1 
as necessary minimum preferably. That isit is preferably set as a sufficiently small 
value in the range which can receive the base station device 1 . 
[0083]It returns to explanation of drawing 7 and when transmission power control is 
performed according to drawing 8 and new transmission power is set up at Step 
S107the set-up transmission power is used as transmission power in the case of 
the data transmission addressed to base station device 1 of after that. 
[0084]An association will be performedif regulation of IEEE802.1 1 is followed next 
after authentication is completed normally. That iswhen transmission power is set 
up at Step S107the transmission section 107 of the terminal unit (STA) 4-1 is the 
set-up transmission powerand transmits the association request frame for 
requiring the start of an association to the base station device 1 (Step SI 08). 
[0085]The base station device 1 which received the association request frame 
normally transmits an association response frame to the terminal unit (STA) 4-1 
as the response (Step SI 09). After an association is completed normallyan access 
control phase is completed and transmission and reception of a data frame are 
performed between the base station devices 1 by the communicate mode of Step 
S6 of drawing 6 (Step S1 1 0). 

[0086]Nextwith reference to drawing 9t he case where authentication of a common 
key (shared key) is carried out is explained. A same sign is given to drawing 7 and 
identical partsand a different portion is explained. That isin the case of the 
authentication of a common keythe terminal unit (STA) 4-1 is Step S105and after 
receiving the authentication frame of ATSN=2the authentication frame of ATSN=3 
is transmitted to the base station device 1 (Step SI 51). When there is 
transmission power set up by the transmission power control section 106 before 
on the occasion of the data transmission towards the base station device 1 
concerned at that timethe authentication frame of ATSN=3 is transmitted with the 
transmission power. When that is not rightit may be made to transmit with the 
default transmission power defined beforehand. 



[0087]The base station device 1 which received the authentication frame of 
ATSN=3 re(Step SI 52) sets up the directional beam turned to the terminal unit 
(STA) 4-1 based on the received power at that timeetc. That isthe above- 
mentioned weighting factor corresponding to the direction in which the terminal 
unit (STA) 4-1 exists is reset up. 

[0088]The base station device 1 transmits the authentication frame of ATSN=4 to 
the terminal unit (STA) 4-1 using this set-up directional beam (Step SI 53). 
[0089]As mentioned abovetransmission power information may be included in the 
authentication frame of this ATSN=4. 

[0090]When it judges that the data received via the antenna 100 is an 
authentication frame of ATSN=4 in the received-data classification primary 
detecting element 103The received power of the frame concerned measured by 
the beam profit estimating part 105 by the received power test section 102It was 
extracted from the frame concerned by the transmission power primary detecting 
element 104or the transmission power information beforehand memorized to 
authentication frame correspondence of ATSN=4 is inputted (Step S154). 
[0091]Received power and transmission power information of the received beacon 
frame which the beam profit estimating part 105 and the transmission power 
control section 106 acquired at Step SI 02 of drawing 7 at this timeProcessing as 
shown in drawing 8 using the received power and transmission power information 
of an authentication frame of ATSN=4 which were acquired at the above- 
mentioned step SI 54 is performedand transmission power is set up (Step SI 55). 
[0092]It is the same as that of the processing operation after Step SI 08 of 
drawing 7 henceforth. 

[0093]Nextwith reference to drawing lOt he case where the terminal unit (STA) 4- 
1 performs transmission power control in not in the case of authentication but the 
case of an association is explained. A same sign is given to drawing 7 and identical 
partsand a different portion is explained. Namelythe terminal unit (STA) 4-1 is 
Step S105and after receiving the authentication frame of ATSN=2Step SI 06 and 
Step SI 07 are skippedit progresses to Step SI 08 and the association request 
frame for requiring the start of an association is transmitted to the base station 
device 1 (Step SI 08). The base station device 1 which received the association 
request frame normally transmits an association response frame to the terminal 
unit (STA) 4-1 as the response (Step S1 10). 

[0094]Transmission power information as well as the case of the authentication 
frame mentioned above may be included in this association response frame. 
[0095]When the received-data classification primary detecting element 103 judges 
that the data received via the antenna 100 is an association response framelt was 
extracted from the frame concerned by the received power and the transmission 
power primary detecting element 104 of the frame concerned measured by the 
received power test section 102or the transmission power information beforehand 
memorized to association response frame correspondence is inputted into the 
beam profit estimating part 105 (Step SI 61). 

[0096]At this timethe beam profit estimating part 105 and the transmission power 



control section 106Processing as shown in drawing 8 is performed using the 
received power of the received beacon frame and transmission power information 
which were acquired at Step S102and the received power and transmission power 
information of an association response frame which were acquired at the above- 
mentioned step SI 61 and transmission power is set up (Step SI 62). 
[0097]After an association is completed normallyan access control phase is 
completed and transmission and reception of a data frame are performed between 
the base station devices 1 by the communicate mode of Step S6 of drawing 6 
(Step SI 63). 

[0098]The base station device 1 which received the association request frame 
sets up the directional beam turned to the terminal unit (STA) 4-1 based on the 
received power at that timeetc. (Step 8109). And an association response frame is 
transmitted to the terminal unit (STA) 4-1 (Step S1 10). As for Steps SI 04 and 
S109it may both be and only one of the two is. 

[0099]As explained aboveaccording to a 1st embodiment of the aboveterminal unit 
(STA) 4-iThe received power at the time of receiving the data which the base 
station device 1 transmits by broadcastingFrom the received power at the time of 
receiving the data which the base station device 1 transmits by a unicast. It is 
judged whether the base station device 1 is performing directional beam control 
(when it judges that directional beam control is performedit is judged whether it is 
enough for a further directive diaphragm condition to perform SOMA). When it 
judges that the base station device 1 is performing directional beam control (in 
sufficient directive diaphragm condition to perform SDMA)It is reducible by 
resetting preferably the transmission power for the data transmission addressed to 
future base station device 1 as necessary minimum that it is interferingfor example 
to communication of terminal unit (STA) 4-i (i= 23). 

[OlOOjWhen the terminal unit (STA) 4-1 performs transmission power control as 
mentioned abovelt compares with the case where the terminal unit (STA) 4-1 
does not perform the above transmission power controlSince the received power 
of the sending signal turned to the base station device 1 from the terminal unit 
(STA) 4-1 is small enough when other terminal unit (STA) 4-i (i= 23) carries out 
carrier sensingthe case where it is detected as a radio medium being busy 
decreases. Namelyin other terminal unit (STA) 4-i (i= 23)When received power of 
the signal transmission from the terminal unit (STA) 4-1 to the base station device 
1 is not detectedOther terminal unit (STA) 4-i (i= 23) does not set up NAV 
(Network Allocation Vector) specified to IEEE802.1 1 (if NAV is set up). A terminal 
unit will refrain from access to the time specified in NAVand the base station 
device 1. moreover — the base station device 1 also hides to communication 
between the terminal units (STA) 4-1 — NAV as a measure for a terminal problem 
— being concerned — othersin order to make it set up by terminal unit (STA) 4-i 
(i= 23)There is no necessity of transmitting the data transmitted to the terminal 
unit (STA) 4-1 using the directional beam used for communication with the 
terminal unit (STA) 4-1 and other separated directional beams to terminal unit 
(STA) 4-i (i= 23). 



[0101]Thereforeit can become possible [ two or more terminal unit (STA) 4-i (i= 1 
thru/or 3) and SOMA ] for the base station device land the number of multiplex 
connection can be made to increase as compared with the case where terminal 
unit (STA) 4-1 does not perform the above-mentioned transmission power control. 
[0102]The received-data classification primary detecting element 103 of a 1st 
embodiment of the above. [ whether the received frame data is frame data of 
broadcasting to be transmitted by the indirectional pattern if the base station 
device 1 is performing directional beam controland ] Or if the base station device 
1 is performing directional beam controlit is for identifying whether it is frame data 
of a unicast which will form a directional beam and will be transmitted. The 
received-data classification primary detecting element 103 extracts the 
information which is type Fla in the MAC frame obtained in the receive section 
101 subtype Fiband the data field F4 in that caselt was being identified whether it 
isthe classificationi.e.the beacon frame broadcastof the frame data received from 
theseor they were the authentication frame / association frame by which a 
unicast is carried out. 

[0103]In order to judge whether the base station device 1 is performing directional 
beam control and to identify the frame data of broadcastingand the frame data of 
a unicastit is possible also by checking the destination address in the frame data 
transmitted from the base station device 1 besides the above-mentioned 
technique. Namelythe received-data classification primary detecting element 103 
checks the destination address (DA) of the MAC frame shown in drawing 5 
(a)When it is a broadcast addressa case is a beacon frame as a frame 
broadcastand when the address of the self-device is specifiedit can also be judged 
as the frame by which a unicast is carried out. The received-data classification of 
the frame broadcast also in this case or the frame by which the unicast was 
carried out can be detectedand it can realize like the above. 

[0104](A 2nd embodiment) Although a 1st embodiment of the above explained the 
case where terminal unit (STA) 4-i performed transmission power controla 2nd 
embodiment explains the case where terminal unit (STA) 4-i controls a career 
sense level. 

[0105]Also in this caseare the same as that of a 1st embodiment 
fundamentallyand terminal unit (STA) 4-iThe received power at the time of 
receiving the data which the base station device 1 transmits by broadcastingFrom 
the received power at the time of receiving the data which the base station device 
1 transmits by a unicast. It is judged whether the base station device 1 is 
performing directional beam control (when it judges that directional beam control 
is performedit is judged whether it is enough for a further directive diaphragm 
condition to perform SOMA). When it judges that the base station device 1 is 
performing directional beam control (in sufficient directive diaphragm condition to 
perform SDMA)it resets up in the direction which raises the career sense level of 
future self-devicesand it adjusts so that the sensitivity of carrier sensing may be 
held down to necessary minimum. 

[01 06] Drawing 1 1 is what showed the example of composition of the important 



section of terminal unit (STA) 4-i concerning a 2nd embodimentgives identical 
codes to the same part as drawing 4 and explains only a different portion to it. That 
is'n drawing 1 1t he carrier sensing control section 109 is newly added. 
[0107]When it judges that SOMA is possible by the beam profit estimating part 
105the carrier sensing control section 109 sets up highly the career sense level in 
CSMA of a self-device to such an extent that the function is not spoiledand it 
adjusts it so that the sensitivity of carrier sensing may be stopped. The circuit for 
raising or lowering a career sense level is publicly known. 

[0108]The timing which sets up a career sense level by the carrier sensing control 
section 1 09 is the same as that of the case of the transmission power control of a 
1 St embodiment. That isit replaces with setting out of transmission 
powerandsimultaneously with setting out of the transmission power in Step SI 07 
of drawing 7 Step SI 55 of drawing 9 and Step SI 62 of drawing 1 0t he carrier sensing 
control section 109 sets up a career sense level. 

[0109] Drawing 12 is a flow chart for explaining a career sense level control 
procedure. Identical codes are given to drawing 8 and identical partsand a different 
portion is explained. 

[01 10]The beam profit estimating part 105 in Step SI 06 of drawing 7 Step SI 54 of 
drawing 9 and Step SI 61 of drawing 10 . The received power at the time of 
receiving the data which the base station device 1 transmits by broadcastingas 
drawing 8 explainedand the transmission power information corresponding to the 
received data concernedFrom the received power at the time of receiving the data 
which the base station device 1 transmits by a unicastand the transmission power 
information corresponding to the received data concernedit is judged whether the 
base station device 1 is performing directional beam control. When it judges that 
directional beam control is performedit is judged whether a directive diaphragm 
condition in the base station device 1 is still more enough to perform SOMA. For 
examplewhen the level of the profit of a directional beam is more than a 
predetermined levelit is judged that SOMA is possible (Step S201 thru/or Step 
S203). The judging process of Step S202 thru/or Step S203 may not be like the 
case of a 1st embodiment. In this caseit is Step S201and when it judges that the 
base station device 1 is performing directional beam controlStep S202 and Step 
S203 are skippedand it progresses to Step S205. 

[01 1 1]At Step S203when the beam profit estimating part 105 judges that SOMA is 
possibleOnly the level which was able to be defined beforehand raises the career 
sense level of a self-devicefor exampleand the carrier sensing control section 1 09 
sets it up stop the sensitivity of carrier sensing (Step S205). Carrier sensing is 
henceforth performed using this set-up career sense level. 

[01 12]The received power at the time of the terminal unit (STA) 4-1 receiving the 
data which the base station device 1 transmits by broadcasting according to a 2nd 
embodiment of the aboveas explained aboveFrom the received power at the time 
of receiving the data which the base station device 1 transmits by a unicastit is 
judged whether the base station device 1 is performing directional beam control. 
(When it judges that directional beam control is performedit is judged whether it is 



enough for a further directive diaphragm condition to perform SDMA). When it 
judges that the base station device 1 is performing directional beam control (in 
sufficient directive diaphragm condition to perform SDMAXhe career sense level 
of a self-device is raised and a minimum degree stops the sensitivity of carrier 
sensing preferably. By doing sodetecting the electric wave emitted in the case of 
the communication with the base station device 1 of other terminal unit (STA) 4-i 
(i= 23) other than the self-device which exists near the self-device in the case of 
subsequent carrier sensing decreases, thereforethe terminal unit (STA) 4-1 — 
being concerned — otherssince a send action is started noting that terminal unit 
(STA) 4-i does not existNAV (Network Allocation Vector) specified to IEEE802.1 1 
is not set up (when NAV is set upa terminal unit will refrain from access to the 
time specified in NAVand the base station device 1). In order for the base station 
device 1 to also make NAV set up among two or more terminal unit (STA) 4-i (i= 1 
thru/or 3)There is no necessity of transmitting the data transmitted to each 
terminal unit (STA) 4-i (i= 1 thru/or 3) using the separated directional beam to 
other terminal unit (STA) 4-j Q= 1 thru/or 3). Howeverthe address of the 
transmission destination in this explanation becomes exclusive. For exampleif the 
first transmission destination is the terminal unit Ithe transmission destination to 
which it is shown below becomes the terminal units 2 and 3. 

[01 13]Thereforeit can become possible [ two or more terminal unit (STA) 4-i (i= 1 
thru/or 3) and SDMA ] for the base station device land the number of point-to- 
multipoint connections can be made to increase as compared with the case where 
terminal unit (STA) 4-i does not perform the above-mentioned career sense level 
control. 

[01 14]Terminal unit (STA) 4-i has the above-mentioned carrier sensing control 
section 109 and the transmission power control section 106 mentioned aboveand 

it may be made to control it based on a career sense level and transmission 
powerand may be made to control only eitheras shown in drawing 1 1 . Even if it is 
anyit does not deviate from the gist of this invention. 

[01 15]Terminal unit (STA) 4-i may be the composition which has only either one 
of the above-mentioned carrier sensing control section 109 or transmission power 
control section 1 06 mentioned above. 

[0116](A 3rd embodiment) In IEEE802.11an access control system called RTS 
(request to send)/CTS (clear to send) is defined, this differs from drawing 5 (a) 
(howevera MAC header part — RTS — frame control F1 — ) [ Duration ID and ] It 
is set to RA and TAand it is set to frame control F1 Duration IDand RAand both 
the frame bodies F4 cannot be found at CTS. It is the method of securing a 
transmission right using the control frame in a MAC frame. In RTS/CTS 
controlalthough the RTS frame and the CTS frame are usedit can be judged by 
type Fla and subtype Fib in frame control F1 in a MAC header whether it is the 
RTS frame or it is the CTS frame. 

[0117]This RTS/CTS control system is applicable also to the radio 
communications system of drawing 1 . In this caseif the base transceiver station 1 
receives the RTS frame from terminal unit (STA) 4-ithe CTS frame returned to 



the terminal unit (STA) 4-i concerned as that response will be transmitted using 
the directional beam concerned set up for terminal-unit (STA) 4-i Turning. 
Thenpaying attention to this pointtransmission power and control of a career 
sense level are performed by terminal unit (STA) 4-i like a 1st and 2nd 
embodiment of the above from the received power of the received beacon 
frameand the received power of the received CTS frame. 

[01 18]Since it is the same as that of a 1st and 2nd above-mentioned embodiment 
almost except ita 3rd embodiment is described briefly hereafter. 
[01 19]Terminal unit (STA) 4-i (for exampleterminal unit (STA) 4-1) which the 
Request to Send produced transmits the RTS frame to the base station device 1 . 
When there is transmission power set up by the transmission power control 
section 106 before on the occasion of the data transmission towards the base 
station device 1 concerned at that timethe RTS frame is transmitted with the 
transmission power. When that is not rightit may be made to transmit with the 
default transmission power defined beforehand. 

[0120]The base station device 1 will set up the directional beam turned to the 
terminal unit (STA) 4-1 based on the received power at that timeetc.if the RTS 
frame is received. That isthe above-mentioned weighting factor corresponding to 
the direction in which the terminal unit (STA) 4-1 exists is set up. 
[0121]The base station device 1 transmits the CTS frame to the terminal unit 
(STA) 4-1 using this set-up directional beam. Transmission power information as 
well as the case of the above-mentioned authentication may be included in this 
CTS frame. 

[0122]When it judges that the data received via the antenna 100 is the CTS frame 
in the received-data classification primary detecting element 103The received 
power of the frame concerned measured by the received power test section 102 
and the transmission power information which it was extracted from the frame 
concerned by the transmission power primary detecting element 104or was 
beforehand memorized to CTS frame correspondence are inputted into the beam 
profit estimating part 105. The angle of beam spread of the 1st directional beam in 
a base station was decided beforehand (comparatively widely)and this is possible 
for a terminal unit at the time of knownwhen a base station does not set up a 
directional beam. 

[0123]At this timethe beam profit estimating part 105 and the transmission power 
control section 106 perform processing as shown in drawing 8 using the received 
power of the above-mentioned CTS frameand the received power of the received 
beacon frame which was obtainedfor example at Step S102 of drawing 7 and set up 
transmission power. 

[0124]Or processing as shown in drawing 1 2 is performedand a career sense level 
is set up. 

[01 25] Although the above-mentioned explanation is a case where the RTS frame 
is transmitted to the base station device 1 from terminal unit (STA) 4-iit may 
transmit the RTS frame to terminal unit (STA) 4-i from the base station device 1 
conversely. 



[0126]Nextthe case where the RTS frame is transmitted to terminal unit (ST A) 4~i 
from the base station device 1 is explained. 

[0127]in this casethe time of the base station device 1 having received the frame 
data before transmitted from terminal unit (STA) 4-i made into a communications 
partner — a basis [ received power / at that time ] — being concerned — a 
directional beam is set up for terminal-unit (STA) 4-i turningand the RTS frame is 
transmitted. 

[0128]Thenpaying attention to this pointtransmission power and control of a 
career sense level can also be performed by terminal unit (STA) 4-i like a 1st and 
2nd embodiment of the above from the received power of the received beacon 
frameand the received power of the received RTS frame. 

[0129]Namelywhen it judges that the data which terminal unit (STA) 4-i received 
via the antenna 100 is the RTS frame in the received-data classification primary 
detecting element 103It was extracted from the frame concerned by the received 
power and the transmission power primary detecting element 104 of the frame 
concerned measured by the received power estimating part 102or the 
transmission power information beforehand memorized to RTS frame 
correspondence is inputted into the beam profit estimating part 105. Howeveras 
mentioned abovethe angle of beam spread of the 1 st directional beam in a base 
station was decided beforehand (comparatively widely )and this is possible at the 
time of known for a terminal unitwhen a base station does not set up a directional 
beam. 

[0130]At this timethe beam profit estimating part 105 and the transmission power 
control section 106Processing as shown in drawing 8 is performed using the 
received power of the above-mentioned RTS frametransmission power 
informationand the received power and transmission power information of the 
received beacon frame that were acquiredfor example at Step SI 02 of drawing 
7and transmission power is set up. 

[0131]Processing as comesimultaneously shown in drawing 12 may be 
performedand a career sense level may be set up. 

[0132]Or it may be made to perform setting out of transmission powerand setting 
out of a career sense level simultaneously. 

[0133]When transmission power control is performed as mentioned above and new 
transmission power is set up by terminal unit (STA) 4-iit is the set-up 
transmission power and the CTS frame is transmitted to the base station device 1. 
[0134]If the CTS frame is receivedfrom the received power at that timeetc.the 
base station device 1 will reset up the directional beam concerned to terminal-unit 
(STA) 4-i Turnand will use it for communication with the subsequent terminal unit 
(STA) 4-i concerned. 

[0135]Thusthe effect same also in a 3rd embodiment of the above as the case of 
a 1st and 2nd embodiment can be acquired. 

[0136]As the above 1st thru/or a 3rd embodiment explainedwhen each of two or 
more terminal unit (STA) 4-i controls transmission power and a career sense level 
for communication with the base station device la communication configuration as 



shown below is also possible. 

[0137]Namelyalthough the base station device 1 explained the case where one 
terminal unit (ST A) 4-i and communication were performed by one directional 
beamby explanation of the 1 st thru/or a 3rd embodimentAs shown in drawing 
ISthe base station device 1 may be made to communicate with two or more 
terminal units ( drawing 13 the terminal unit (STA) 4-14-2) by one directional beam. 
[0138]For examplea directional beam to the terminal unit (STA) 4-1 and other 
terminal units which will have a similar pattern, the case where (the for 
exampleterminal unit (STA) 4-2) exists — the base station device 1 — the 
directional beam 3-4 to the terminal unit (STA) 4-1 — being concerned — others 
— it also assigns in common the terminal unit (STA) 4-2. In this casethe right to 
access by CSMA/CA on condition of sharing the same directional beam as the 
base station device 1 between the terminal unit (STA) 4-1 which was able to 
assign the one directional beam 3-4 in commonand 4-2 will be acquired from the 
base station device 1. 

[0139]At the time of application of a gestalt as shown in drawing 13f or the 
communication with the base station device 1 of each of two or more terminal unit 
(STA) 4-iThe terminal unit (STA) 4-1 to the terminal unit (STA) 4-3 which was 
able to assign the directional beam 3-5 which is different in the above-mentioned 
directional beam 3-4 from the base station device 1 by controlling transmission 
power and a career sense levelthe interference from 4-20r the terminal unit 
(STA) 4-1 of the signal transmitted towards the terminal unit (STA) 4-3 which was 
able to assign the directional beam 3-5 from the base station device land the 
interference to 4-2 are loweredThe number of point-to-multipoint connections 
can be made to increase as compared with the case where become possible [ two 
or more terminal unit (STA) 4-i and SOMA ] for the base station device land 
control of transmission power or a career sense level is not performed by the 
terminal unit (STA) 4-i side. 

[01 40] Although the radio communications system explained by the 1st thru/or a 
3rd embodiment comprised one BSS which consists of the radio terminals (STA) 
4-1 as two or more wireless clients connected with the base station device (AP) 1 
as one access point there thru/or 4-3In this caseit does not restrictbut as shown 
in drawing 14t wo or more base station devices as an access point exist (here)For 
examplethis invention is applicable also to the two base station devices l-11-2and 
the radio communications system that consists of two or more BSS (hereit is 
twothe 1st BSS and the 2nd BSSfor example). 

[0141]Also in this casetwo or more terminal unit (STA) 4-i (for examplein drawing 
J_4.) Each of the terminal unit (STA) 4-1 4-24-1 Oand 4-1 1 for communication with 
the base station device 1-1 or the base station device 1-2By controlling 
transmission power and a career sense levelthe base station device IThe number 
of point-to-multipoint connections can be made to increase as compared with the 
case where two or more terminal unit (STA) 4-i and SOMA become possibleand 
control of transmission power or a career sense level is not performed by the 
terminal unit (STA) 4-i side. 



[0142]Terminal unit (STA) 4-i The receiving mode of drawing 6 (Step 
S2)Authentication (step S4)an association (Step S5)communicate mode (Step 
S6)disassociation (Step S7)and DIOSEN — a ticket — also in any of SHON (Step 
S8)since a beacon frame is theoretically receivablelf the frame transmitted to the 
self-device after that (unicast) was receivedthe transmission power control and 
career sense level control which were shown in drawing 8 and drawing 12 can be 
performed at any time. 

[0143]the invention in this application is not limited to each above-mentioned 
embodimentand in the range which does not deviate from the gistmany things are 
boiled and it can be changed at an execution phase Each embodiment may be 
combined as suitably as possibleand may be carried outand the effect together put 
in that case is acquired. The invention of various stages is included in each above- 
mentioned embodimentand various inventions may be extracted by the proper 
combination in two or more constituent features indicated. For examplewhen an 
invention is extracted from all the constituent features shown in an embodiment 
by some constituent features being omittedand carrying out the extracted 
inventionan abbreviation portion is suitably compensated by common knowledge 
commonly used art. 
[0144] 

[Effect of the Invention]As explained abovewhen a SDMA method is applied to a 
CSMA method according to this inventionthe radio terminal communications 
system and radio terminal which can perform efficient data transmission and 
reception between a base station device and two or more radio terminals can be 
provided. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a figure showing the example of composition of the wireless LAN 
system which is a radio communications system concerning a 1st embodiment of 
this invention. 

[Drawing 2] It is a figure showing the example of composition of a base station 
device. 

[Drawing 3] It is a figure showing the example of composition of an adaptive array 
antenna. 

[Drawing 4] It is a figure showing the example of composition of a radio terminal. 
[Drawing 5] It is a figure for explaining the MAC frame specified to IEEE802.11. 
[Drawing 6] It is a flow chart for explaining the processing operation of a radio 
terminal. 

[Drawing 7] It is a figure for explaining the transmission-power-control procedure 
at the time of transmitting and receiving data between a radio terminal and a base 
station device. 

[Drawing 8] It is a flow chart for explaining the transmission-power-control 



procedure of a radio terminal. 

[Drawing 9] It is a figure for explaining the transmission-power-control procedure 
at the time of transmitting and receiving data between a radio terminal and a base 
station deviceand is a figure showing the case where authentication 
(authentication) of a common key (Shared key) Is carried out. 
[Drawing 10] It is a figure for explaining the transmission-power-control procedure 
at the time of transmitting and receiving data between a radio terminal and a base 
station deviceand is a figure showing the case where transmission power control is 
performed in the case of association (association). 

[Drawing 1 1] It is a figure showing other examples of composition of a radio 
terminal. 

[Drawing 12] It is a flow chart for explaining the control procedure of the career 
sense level of a radio terminal. 

[Drawing 13] It is a figure for explaining the case where the one base station device 

1 communicates with two or more terminal units by one directional beam. 
[Drawing 14] It is a figure showing roughly the composition of the radio 
communications system which consists of two or more BSS. 
[Description of Notations] 

11-11-2 ... Base station device 

2 ... Adaptive array antenna 

3- 1 to 3-5 ... Antenna beam 

4- 1 to 4-34-104-11 ... Terminal unit (radio terminal) 
5 ... Backbone network 

11- 1 to 11-3 ... Receiver 

12- 1 to 12-3 ... Transmitter 

13 ... Reception control part 

14 ... Transmission control part 

30- 1 to 30-3 ... Antenna element 

31- 1 to 31-3 ... Transmission-and-reception change-over switch 

32- 1 to 32-3 ... Low noise amplifier 

33- 1 to 33-3 ... Down converter 

34- 1 to 34-3 ... Distributor 

35- 1 to 35-3 ... Received beam formation circuit 

36- 1 to 36-3 ... Transmit beam formation circuit 

37- 1 to 37-3 ... Composing device 

38- 1 to 38-3 ... Up converter 

39- 1 to 39-3 ... High-frequency power amplifier 
40 ... Beam control part 

100 ... Antenna 

101 ... Receive section 

1 02 ... Received power test section 

103 ... Received-data classification primary detecting element 

104 ... Transmission power primary detecting element 

105 ... Beam profit estimating part 



106 ... Transmission power control section 

107 ... Transmission section 

1 08 ... Information processing section 

109 ... Carrier sensing control section 
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[000 5] CSMA:^iC<^^^L AN->X7^iUlCSD 
[0006] 

[fgB^*^«aiLd:3i:1-«Pli] <*:C56\ CSMA:)? 
^<nim\- A N ->x7^/*ic^jifi6ic s D M hij^^mmt 

[0 0 0 7] -jsswic. m^msity^y'r'<yT\^-f 

j||*S;^«o ■?-©/c«>v CSMAiSiC^SgfflLTt^^^ 

[0 0 0 8] :^mn(r>Bmt. csu^M^j^^z^^m's 

tc. SDMA:75iC^jlfflLTtSt^&^<!:«lit<D4S*i:© 
[0 0 0 9] 

[0 0 10] :$:^R^(4> Sl|i!@^S<!:»IK(^iffi^^S<!: 

*iJ8P<DW*lll=&*"JBr-r«*iJBr#S!t. ^J:tflwlB!|9JBf#S 

[00 11] »lti©gS<!:«iSroS3S 
gS<htDrEaTC SM A (Carrier Sense Multiple Acces 
s) ic J: »J 7="— 5f G)jSS'(l^^T*-?^«*iHi->XxAlct5 

X— 5! B0BB»*fi®iia©ffliR)i4ti-i* 

(7)i|aJKfTig^^cS•:2>^^TStJfBSite^^BIR)^t^^:x-'5f«jM 
^fr«l«<^jM<siE:^i:v BulBiag^^llKD+Y'JT'-lrVX 

[0 0 12] *5|B^lCcfc+l(fv Si1fi^^S<!:«i!S 
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XT^ixtcfco^T. BufB4ffi5i5^st±. mEm^mmst-s 
:/p-K+^7.h^n^mi T^—S^^S^If kittle 

IBrL/j:t*«^ ij|3»±lfi^S«lRll+lC7=^— S'«:>M€^S 

[0 0 13] S/fc. *f|0^lcJ:tit#s Sttt^^M-taiS 
®iS65l5SS<i:©F^T-C SMA (Carrier Sense Multiple 

Access) l^SClCTx— Si©SSSfS«?Tft-5«ll«aS>> 
XT^Alcfc-l^Ts SulB4ffi*^Sl*K fJIBSitiS^BA^?. 

nfcm2x— 5f^gfi-r^§ft#IS<i:x HulBmix— 
^Sffl L/j:^lc;1iJ;S LrcgfiH:^ ts tuKm 2 5^-^? S 

B<35*Sl^1St^-A!feHHl©WiBI«fiJBr-r5¥iJBr*St. 

<J:tf«uiBS*^SS*^JSlRl14tf-A*jap^^TS ^ Tl^5 
<ti|9JWrLfci:*. aulBStftSgBlRlttlCx-'Sf ^iMflf 

;K7) a -6 <^>'>^ < i: 'fc l^-rn6^-**W815-r 
<*: «M«-r « il i: t t-^o 

- (D3^I§^I^^T^ 3 ^!|«4S5|5ggT-S T^ ffJf B 

-+-vxh#ti«m2 7^-4i«s«r«s^#ets iu 

fBmi X— >SSfflLfi:l^li:jIiJ^L/cS^f^:'D<h. buIB 

B^iiBSt^6^gB6^^irR]t^t^-i^^|J^iBl^^T^^T 

[0 0 15] Sft. *ftB^(tJ:*i«'. Slfi^SBiroP^ 
T~(Carrier Sense Multiple Access) ^iCtcTx—^'® 
)MSfi«^7ft3J»ilS«S5l5ilB-paBoT. SulBSiftailB 

tic. MiBSit6®SB6^6tijiB4«5|5^B5aitiL-4=-V'X 

h*n5m2x— s»«s«-r«gfi*st, Bufsmix 

^gao*ilR]tte-A»J«|i<D*M^Wffr5!|ajfr?S 
is ll9fB»%SilB««*gl^1tlf-A*J8P*tf«:oTL>« 
i: W»r Lfci: ^ . HiJIBStifi^SBlRjttl::^— ? ^jHflf 
^PSKOiSldm^ i:. H5i34as*ilB<0+ 'J T'Hz >X 



[0 0 1 61 4:^^(tJ:n(^. mmWF.^WS'Wemt. 

(DP^(75ii^i<D/^:46<D3ls^s1l:'3*J^al^^TS a = ^jssssKg 

B*^St^6^^B<^:Jifi«^T%^Tt^^<!:*tc, «iisg4S5l5 
^Ba)>fi^3Hc^?a-r5fte©jRHlS4aB*SSB6'^+ V U 

[0 0 17] ^/i. ^S*|iifl5*gBti+^'J7'-tr>XU'^ 

iiSfiS*^B6''«*ftig^lBi:il^*^^^ ^ TL^« i: #ic. 
IB«SMS5l5SSB3t?+i'U7'-b>;^^-r«K. +A'';7'-b> 

[0 0 1 81 $/c. «Hlig4i5fe^lBt±+-V'JZ-b>'7>U'< 
[0 0 1 91 

[0 0 2 0] H1 1 ti*560^(Dm 1 (DmmwM\mt>im. 

AN->Xx^.i:LT«^?nTt'>5. C<0«l«LAN-> 
Xx^ti> ^J;^«l EEE802. 1 1 (IEEE80 
2. 11a. IEEE802. 1 1 bt^t?) «1SlC* 

(AP) ^ t^zizismt^mm(Dmm<73-(y>['t 
LT(Dmmt^mmm. (sta) 4-i7i>s4-3A^sfii6 

^BSS (Basic service set)^5^fo 

[0 0 2 11 xtfi«$iB 1 i,t^^<Dm^iimizmwi 
-r 2 ttsa<DJt«w»tNjgiRiit/\-^f-> (}§iRji4if-/* 

S^lHi7'>x:Mf-/xttPf.5:) 3-17bM3-3« 
[0 0 2 21 c:<DJ:3ft7'Vx:Mf-i*3-17!>S3- 
T. fSmic4S*^BS^lHiift*<J:Pf.?:) 4-17!iS4 

RT«gT'£%. -r«:t>-6s SHiUailBl ^:^3l;ilB4-1 

71jM 4 - 3 i COPJcOiifHi S D M A 5& iCT^T^tJ+lSo 
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ix3-17l7M3-3«flML. 3 fScD4S*SS 4 - 1 71j 

l\ 4fl53t5lgS4- 1 71jM4- 3ti. -)SStC|il^ffiailCia 

[0 0 2 31 02:&fflL>TC:(OSI«0B16fC«to« 

[0 0 2 4] 1 - 1 TIjM 1 1-3 7:UT^y=r 

1- :f Z \y'<yy=r± 2 tf-^. 3 - 1 TbM 3 

- 3 L T4m*gS 4 - 1 TIM 4 - 3 *^ 6 (7)3M{f 

^$t.-«lS6^^7rtls g^ifi^ RS-171jSRS-3«« 

[0 0 2 5] 5llfi«1 2-17!)M1 2 - 3 T1*7^?y7^ 
'r:?"7'U'r7'Vx:^2<D^7'Vx:^fc;-A3 - 1 7b^2 

- 3 *^hLT«g*^IB4 - 1 7iM4 - 3'^^-tl-FtiaS^ 

-r^^-jini^i^T s 1 7!)ST s 3 #;^fi23-ni)c ens 
7':^2^c#t$&^n5o 

[0026] SfB«1 1 -ITIjMI 1 -3A^e©§fifl 
^ R S 1 7!iS R S 3 lis SfflWapgP 1 3 IC A^* tU Bf 

[0 0 2 7] SSfS*JWgP1 4«tSB5l5SljB (ST A) 4- 

1 7!)S4-3'\:?'P- K+^X h> hT-Sfi 

taiSP 1 4 -^^^drtlfcx— fttai^*! 1 2 - 1 TiM 1 2 

- 3 LTkHKI^T S 1 T^ST S 3 i LT«i*i?B 
(ST A) 4-17!)M4-3'^jM{13n5o 

[0 0 2 8] ^Sctc. EI3«fflt^r7''Ji'>^7'i':7'7'L"f'7' 

[0 0 2 9] 7^*':/x'r::''7'U-<7'V5':^2tii2i3it,xs 
t-J:-plc. 7'V7^:MR?3 0-17iM3 0-3. )SS<jia 
SSX-<y^3 1 -17I;M3 1 -3. (LN 
A) 3 2- 1 7??M3 2-3. •J<'r>>zl>/<— J' 3 3 - 1 
7bM33-3. »iSSf3 4-171jS3 4-3. gfflti'- 
Umiiim^ 35-1 TiS 35-3. JMfie-AJ^fi^lH]^ 
36-17iS36-3s ^fi8«3 7-17bM3 7-3. 
7''y:/3V/<— 3 8- 1 71jM3 8-3. SJS;fim:^i8 
ilSSS (HPA) 3 9- 1 71)S3 9-3SU=t:-A$iJ5aigP 

4o«^#-r«o 

[0 0 3 0] 32l§<33^Xf •y^3 1 -171jM3 1 -3. 
LN A3 2- 171^3 2 -3. ^i'-^VZiy/^-^ 3 3 - 
17iM3 3-3. »BB«3 4-17iS3 4-3. ^J«« 
3 7-171)S3 7-3. 7'-yy=]V/\— 3 8- 1 7!)M 
3 8-333J:tfH P A 3 9- 1 717M3 9-3(i. S-7'> 
T'i-m=i-3 0 - 1 7iM3 0 - 3 LTT'Vt^:^?^? 
3 0-17iS3 0-3(Dfflia (CKDffllT'ttSffii) tiaft 

Oisiten^o §fit;-^m^!2[i]K3 s - 1 7!im 

3 5-3 fc.tlJ=iMfflk;-i*fgfigls]«t3 6 - 1 7iS3 6 - 



31*. T^y^^:?T\y^yy7'±2mim-t^7y=r 
±^-u(owl {z.o)mi:-\.t3\£-u) t-wmmm-fi^ 

«o 7'Vx:^e-A©at*. 7'>7^:^3R?3 0-17bM 
3 0-3rofiaJ:U'>&<Tt^<TtJ:t\ 
[003 1] 7'^~y7^'r^'7'K7'>x:^2©i!jff*itt 
B^r^o 7'>x-t^^?3 0-171jS3 0-31CJ:-3TS 
^*tlfc«aSi«[» (RF) fS^*tt. ass^^xd- y^ 
3 1 -17!)S3 1 - 3*^-+l-€''n/(-LTLNA3 2-1 
71jM3 2-3tCA:^S'n^o :^ctc. A^TSrtlfcRF^i^ 
« L N A 3 2 - 1 TiM 3 2 - 3 (C J; ^m^X^'^Mzm^ 
^rn^o L N A 3 2- 1 71;M3 2-3Tii1iS?n/£:R F 
3 3 - 1 71jS3 3 - 3lC-€-n-e 
nA^Jtl^o ^■:7>ziV/K-$t3 3-171JS3 3-3 

ttA:':?nfcRF<i^^4'P^Jil;«a (i f) Sfcf*^:- 

X/^>K (BB) tC^SiU »BBII3 4-17iM3 4- 

3\ZXtit^. 

[0 0 3 2] iJE«3 4- 1 tCjC^T^f-JV^V/^-^ 

3 3-1 t'ib(r>^ti\nmT^^^-i^mms\^3 5 - 1 

71>S3 5-3lCiJg3*+l?>o 5JaBS3 4-2tCJ;-3T^ 
■^Vnv/t-^i 3 3 - 26>6©aj^<B^««SfHf-/»J^ 
fi)6lHlSS3 5- 1 71jM3 5-3lc^Ji3*nf)o 5^iBS3 4 
-3(::j:oT^'';'>=]>/^-^ 3 3-3!!)^6<Dtli:^ffl^ 
6''S<it;-/xJ?Jfi)tl£lK3 5 - 1 7iS3 5 - 3 iC^BBStl 

[0 0 3 3] §ffiti'-L.ffM[°I!S3 5- 1 7bM3 5-3 
tCfclNTtt. A;^*nfcfi^Jf)''t:-i**iJffllgB4 OlC<i:-3 

5- nSo §fitl-L.J?MlH]K3 5- 171jS3 5-3*^6 

1 - 1 75S 1 1 - 3 tC'f-n?'"n«^*n«o 
[0 0 3 4] -7?. SISti-AHJjStHKS 6 - 1 Tbm.3 

6- 3\Z[m2^(Om%m^ 2-171JM1 2-3*^6© 
26ffifB^T S 1 TbST S 3*i5?-+l^tlA:^#n«, jM^S 
bf-AflMSK 36-1 TIjM 36-3 tCjjt^Tt*. 
-?nicA:^3tlfcjMfM#l!:>RtLTe-ixSiJffl)gP4 0 ic 

* o Tift^* tifcaa<J5iisfflffl«ijR«*^a*''ii c 6*i 

So 

[0 0 3 5] 33lfst;-/*mfi!6lslSS3 6 - 1 *-e.(73«a(D 
m^fl^li^fiKS 37-1 7!jS 37-3 IC A:^J tlSo 

3i^if-/xmfiEi2i» 3 6-2 j&^eo^saa)*:^®^*,^ 

^tS3 7- 1 71)S3 7-3lcA^?nSo TTSIC. iSlfS 
k;'-i*fg^lHlK 3 6-3 6^6<^>1ta<^»tll^"fl-^t) 
37-171S37-3 lCA:^I*tl«. ^^«3 7 - 1 7i 

s 3 7 - 3 Tti. ^n^ntcA^?n/caa<7)m^Jb'<- 

[0 0 3 6] ^^S3 7-171jS3 7-36^6©ai^fg 
y'yyay/^-^3 8-l7bM3 8-3lc^-nf 

+iA:':?+iSo 7'-y:/=iy/\"— 5^3 8-1717^3 8-3 
l±*P^JljSa (I F) $/cli^-X/<>K (BB) 
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(RF) ICS»U HPA3 9-171;S3 9- 
SiZAtlt^o HPA39-171iM39-3lCj:yi»<B 

^ntc^imit^it. x-r ^ 3 1 - 1 TiM 3 1 - 3 

tl^tliY LZTy'ri-mj-S 0 - 1 TiM 3 0 - 3 icjm 

[0037] t;- Asytaigp 4 0 i,i±m Lfc j: 3 icsffl 

- AmJ«lHl» 3 5 - 1 7iS 3 5 - 3 Itj^ LTS«ffl«3IS 

ssji^iir^tsi^-r^o s/is t;"-A*jffipgi54oiix mm 

e-AJ^fiKlHlK 36-1 TIjS 36-3 iCjsf LT iSlfflffl^ 
IRBft'^H^lSS-rSo $fc. t^-L.*iJ1I|JSI5 4 Otitis 
TSCHcJ^tSr?. ti-AJgjSJElK (^J ;^ Am 

[0 0 3 8] mmmmm. (ap) ui-^B^F^r^psicti" 

-ZIV (Beacon) ^miMt^o BeaconliSife^gS 1 0) 
JSHl::«l»#a-r «4SS5|5SI« (STA) 4-17!jS4- 

3!b'«§fIT-?5jMffiS:^^ffll^TKl^i?tL^o ti'-^V 
7U-I^t*^T(D4S*^S (STA) 4-171jM4-3 

B#lCj3tt*7b-i*©i3IS<Il±. §iS3R^B (STA) 
4-17b!i4-3<H»J»CS*P«0®A''»«o fifoTs 3. 

[0 0 3 91 ii©!iti»ici»B m 1 (omm^mimt) 

54sB*^S (STA) 4- 1 7lJM4-3^i§^lLfc7=^- 
^CDaSlJ^llll'<^o c:coasiJl*MgiRi14®/\°'S'-> (tt 
tglRltte-AitPf-5^) 7-J^ffl**l57U-A<S:»[Rltt 

^->T3JHtS-n^7U-/*l±1?lJ^l*" I E E E 8 0 2. 
11 (IEEE802. 1 1 afcJ;t?802. 1 1 bt 

[0 0 4 0] «lJi(p)14e-/x0i*©S<l«*1fai:^ 

pieiTS^^6s ;MC^M»ti!!JSSBl .tSDMAft^Rl 



8^ iSiti3^^ai5B05T'-^'«)3S^«:^«ISa5f 

[0 04 11 04t*. «S*Sa (STA) 4- i (i = 

[0 0 4 2] SS*gS (STA) 4- i 7Vx:M 
0 oi:§«gBi 0 1 .hSiiS^DS'J^gPiSMx— ^aS'J 

1 0 3 tmiSKtjmai^ i o 4 1 if-i^mmm^ 

gp 1 0 5 <i:^ffl1E:':*WgP 1 0 6 tJUflSP 1 0 7 t^m 
SQSgpi 0 8<i:*^6«fiK*+iTi^*o illfim:^«l 
ai^l 0 4li^<Tt><J:t\ 

[0 0 4 3] ttissasgpi 0 81*. 9mtJ.—*f(omYF 

ic J: U ^ ft'^ff ^K* nfc y & i:" LT. SlfiSsI?*"'' 

^t:S>tmmr^—$'^mm3^ OV^mTo SIfgSPI 0 
7t±C(02Hl7^-4' mXi^l P/\>'y hT-tit^) * 
IEEE802. 1 1 lC*i^T*-tl^MAC7U- XxtcS 
jft-r^o 5-6lCHl€gl51 0 7«x>>^f;Ux— S^irLT© 

MAC7u-/**m«s«a («ixwr2. 4ghz) © 

[0 0 4 41 —Ij. y•yy'i-^ ooTSfB^nrcfi^tt 
S^api 0 1 (cA:^*n5<, SfiSPi 0 1 ti§fiL/cft 

^:&MAC7U-A(CS»U JiroMAC^U-AttJ© 

0 8 izmto fltaayisp i o a tts^x-'S»«x'f 

1 0 8 tt±iBiX^^lc tsaif ffi«iS*^T* •p J: 
[0 0 4 5] IEEE802. 1 1 iC^i^^tl^M A C 

« I E E E 8 0 2. 1 1 icmm-^tlTl^^o ^0#NI* 

HfTLfcUv MAC7U-A^*^Lfcyr«a)*^sfi 

gPI 0 1 .hHlisgBI 0 7TJB«c 
[00461 J&^v MAC7U— /*t*ia5 (a) iCg^T 
J:3ic^ MAC^-y^-<ts X— ?7i'-;UK<!:s 7U 

-i*^x (FCS) T-«^#*l5o MA 

C^'y^^(*g;*:3 O/W h {m±3 OjU [-OMAC^ 

-5) T'ifetJ§a»J«8l1fii«iB1frS. X— Si7-f-;l/F 
tt»:*:2 3 1 2/t'f h ©t'— Sf ^iBWr 5. F C S«x 

[0 0 4 7] MAC7U-A>lC«fcf-I]>-^. feV 
7^ 3 U— A^T' v->x— > 3 >©7 u— 
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-Azi>hP-;UF 1 cf><D^''f:/F 1 a tC/T^T*-nTt^ 
So I*- SIC. 7U-AZI>hP-/l/F 1 (fO+f-^'^fr-T^ 
F1 bT\ ±g3©J:^'5:MAC7U-A0aiS«?6(C 

[00481 »«!»ilii*^6«85i5ii«tc7^— s» y 

««jM'fl*n5it-&v MAC^-yJf-liE15 (a) 0)^:3 
IclSJtT'KUT. (DA) F2i:ll^tC7U-A«jJS<i-r 
5a*ft^ilB<DMAC7'KU:^7»«BSS I D (Basic 
Service Set Identif ication) F 3 <i:7U— ^^DjIHiTt 
ZKUX (SA) ^^tJo gSffl^U'-AcDJt'a-li. B 
SS I DtS AOffia#'iS!lcSy> T'FUT.^'T-yUK 
(iDAs SA. BSS I DODlStcSrSo jaJtT'KUXF 

#4SB*J^a (STA) 4- i (DT FiyX^m^r^o S 
/■c. SiJffll7U-A m7H£. RTS/CTS) 
li. MAC^'y^~-li7U-An> l-P-;k Duration 
IDiiT'KUX^'f-yUKRA. TA. BSSIDCDl,'' 
Tti6^2o£Djiitc^y. yiy-ix<Dmm!:<i:-oXi,t. T 

RTS(DW-&> MAC^'y^fli7U-A=l>hP 
— /k Duration ID. RA. TA. F C SCHUCS^,, 
CTS<OJf^. MAC^-y^ftt^U-APVhP-Zk 

Duration ID. RA. F C S<7))lSlC^^o 

[0 0 4 9] m^amm.zm''}. 02 

[0 0 5 0] Sfflx— $«aSiJ:^aiSI5 1 0 3 SfflgP 1 
0 1 T^?f/-cMAC7U-A(*»<DMAC'S'y4f-8P-^7U 

-1- X- 7 -r K F 4 te«it*n-51t 

aift^esiSM A c 7 u-/*a''7p- k+-\' 7. h ^ ti/ct 
©6\ iL-+i'::ih7*-n/-c*©6^*!pjRfr-r«o 

[005 1] ■T'SrtJ-e. MAC7U-A4i<0'?Y7'F 1 
a<»:-9-:?"^''r7'F 1 biiA^e. ^KM AC7U-A6':tr 
— (:?'P- F+^X hlJ-tlfc^U-Ax- 

y<r>y\y-U (a-+^rXhS-nfc'7U-i*T'-4') T- 

[0 0 5 2] 35:fc\ Sfix-^»a8U«aSSP1 0 3tt. S 

IfgPI 0 1 T1#/cMAC7U-/*4'<D5SJt7'FUX (D 
A) F2*^6. ^EMAC"7U-/*#':?P-F+-t'Xh 

[0 0 5 3] Wm.-h^^^ 1 0 4fi. SfflgU 10 17- 
^ffcMAC7^-A^^'6^6. a^MAC7U-ix^»*fi 



m^(^^a««^«)<6t^*^*«^5l5Sil (sta) 4-i 

liM A C 7 U-L^ro?46^46etlfd2SlC^SW*nTt^ 

X— >a V35:ifOD7U— A'ICx-i'TfeSSS (a) (Dt^ 
— 5?7-i'-;UKF4lC I EEE802. 1 1 (IEEE 
8 0 2, 1 1 aj5j:0^8 0 2. 1 1 bt,$€j) 

^^m> ('J■<f-:/^c^oTt^5) y^-iv\-'i^»^ 

[0 0 5 4] 15y;^«\ tVT^'T'Ir-v'a 

SEI5 (a) 0!)1f«[7-r-;URC«jf?n5Xx— Six 

P— K (status code) (D^-f — /I/ K^ilCSfeS. 
<^>Xx— SiXP- 1 fc:l*«»fflt^T2l<f®^1« 
$B^a31fSCi:fZ?*5 (135 (b) #SS) » 
[0 0 5 5] l^fz. «-aMAC7U-/»05)IHi«^«'^ 

>. ZV-^x— >a>^,!;©MAC7U-l>.<Da3Slc*t 

^esaispi 0 4ii. sfflx— S'as'j^iaigpi o3 7\ s 

^LfcMAC^U-AwaS/j^iBltB^tifcS. ■5-<Dass 
[0 0 5 6] ^-L,fmm^^^ 0 5«. SftgPI 0 1 

m-^nrcmmsm'r-'SKDmmts §flm:^aij^gpi o 

2r;IJ^TrnfcSfI1E:^<!:. 3llfs®:^1ttiigP 1 0 4T?§ 

U-A£0J;-5^:?"P- F+A'X h^nfc^U-Ax— 5r 
6^26*t'>{4:j-— b>'7"-r'5r— > a y^ZV v'X— > a > 
<7)J:335:a.x+-vXF?tl/'c7U-/xx-^'«5^-r» ■?• 

«. SDMA*^nrt6-Z?£;Si:WS(i-r^<, 
[00571 SDMA3Cj«Rr|gi:e-ASPJfi«^gP1 0 5 

ft'^WKL/ci^ti. mm'mtl?ifms^^ oeimtm^m 

[0 0 5 81 ISI6»^3t;SgS (STA) 4-i<DjiaS» 

i^^^mt^rclsb<Dyn-=F-v- hTS^o 
[0 0 5 9] iSSgB (STA) 4-i 
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Sti«X''"PTt> a ^7 -> a v«^5ilz: LTiifI««if 
[0 0 6 0] Sfi^E- Fa5««T\ Sffi^^S (ST A) 

iHSf i. fc46a) n -> 3 ymnm^is^^^ Ltctt^ 

Ux>yyS3) , CKDli^x 4ffi*S^S (ST A) 4- 

y->x— >3 v^5«lS*''II^T*n« (X7^>yys4. 
T-x'yyss) o ^i57^— trVT'-r-ir— >a ZV-> 

IEEE802, 1 1 (IEEE802. lias IE 

E E 8 0 2. 1 1 bt^tr) JUglC^SIlLTl^^o 
[0 06 1] trVx-i"^— >3X T'V-Vx-i'a 
V*i<iE?S{!:iK7LTs (ST A) 4- i tSift 

SiSMi <t<DH<D3:*.-:7->3 VtfifflilS-tl^i:^ dCDa 
^'?->3 V%SL:T. 4S*gS (ST A) 4-iti»ift 

6) o 

[0 0 6 2]4S*^M (ST A) 4-ili»tti^gai 

Vi/l— $/^XDisassociation)^ x-f ^— bV^-T'^ 

— >3> (Deauthentication) &?)itl<'F*STs ±§3 
S«3lLfc=l#^-?->3 V««]BlU (X7^-yyS8. 7.7^ 

•y:?^S9) . sy-Sff Rc»t7-r« (:^7^'y:^s 

2) o 

[0 0 6 3] *:fcs 7=VX7'V->x-v'3 >v xV?!-— 

iCBILTtt I EEE802. 1 1 (IEEE802. 1 
la. IEEE802. 1 1 b<&$«?) ^^(cmMLT 

[0 0 6 4] E7«#!!8LT. WmM. (ST 

A) 4- i (O-p-Sroi^-rtlAM O (1flJ;^«"Si*^S (S 
TA) 4-1) ^mitt^J. Sift^SSl 

^i■r*l^©iM«1i:^*J^^P#]li^!:o^,^Tl^^B^t-5c 
[0065] stfis^s 1 tr-n >7 u-^.!S« 

-mmm (^®lCIE5t^JlSST-J5:<T<fcl^) SlCjI^ffl* 
tlTL^« (Xx^T^S 10 1).. 4S**^S (ST A) 4 
- n*s JSSWfct*, 06(DX7^-y:?^S2©S«t-K 
©.t^iXJI-lCfcv Xx'y:^S4CD:d-— bVx'T'ir-v's 

x-f-XT'yv'i— v'ay. X^ y":^S 9<^>7^-r:t— b> 
7--i"!r— >3 XDSQStt'lefcl^Ttx jiff ^- Kef T- 

fit-KOt^lC. 4S*^^B (ST A) 4 -His Z> 
7^:f 1 0 0*^LTSfiLfcx-4'««Sfl/\''>-y haS'J 

^tlign 0 3Tfc:~-=i>7U-/*T-S^<i:fJEBrL/ci:* 

li. t;-i^fijif jft^gp 1 0 5 iciiSfflm^aiJ^gp 1 0 2 



KUlB^SiUaJI 0 4!b^6^i^l:i-3>7l-'-IktC#$ 

Ti^/i:Jllfim:^tt?B^A:':t-5 (Xt^-v^si 02) , 
[0 0 6 6] \:!:-zi>y[y-L.^&M-r^miz. fr<Dt 

[0 0 6 7] ^(0'^. 4S*gS (ST A) 4-11C3;?. 
<7-/aymiLt'^^[:Z (E16CDXx'yyS3) . E16(7) 

tctt^o z.<Dm^-. ^r^-^^m. (sta) 4-1© 

aHfiSM 0 7(i. Stfi@^ai(C^L (Sti&^^Sl^ 
CO) . b>7'^"!r— >3V<DS^*Bi*&-r5^#T 
^^authentication transaction sequence number 
(JWT»ttATS Ni:P?.i;') = 1 CD;*— feVx-r -Ir-i/ 

ay-pi^-L^^mmt^ ^7.7■'uzfs^ 0 3) o 
3iifiig^*j«isp 1 0 6 {c J; yj-xtuicia^^n/ciiifis:^ 

?-©2Him^TATSN = lcD7|— feV 

[0068] 3S:i)s ATSNli^j-— feVx-r-lr— >3> 
•7 U- U-/x*tT^'f T'»«x— 7 < -/U K F 4 

[0 0 6 9] ATSN=1CD;j-— tr>T^ ■<■>-- v'3V 7 

i'^StC. 4S*^a (STA) 4-1-^(qlt^5|glR]14e 

-/*&S!^-r^ (xx-yT'si 04) o -r^fc-Bs J** 
sa (STA) 4- 1 <D?ftt-r-553iRi3>f/;E;<D±fBm*^ 

[0 0 7 0] Sii6^gSit*s c:<D!S^?n/-cJg[Ritti:;" 

-ZxSra^<^T4ifi*SS (STA) 4-1l6leATSN = 
20!):t— •rV^'C^— >3>7lx— (ATSN=1© 

7^— trVT^-r-r— >3>7lx-ix(0(5S:) 
(X7^>yys 1 0 5) o 

[0 0 7 1] c:©ATSN = 2©;i— b>^-<'^— >'3 

[0 0 7 2] 7y=7■^^ O O^frLTSfflLfcT^'— 5i*f 
A T S N = 2<3!):i-— feV^-f > 3 >7 U-X».TS6S 

-ixfijif jisas 1 0 5 icii. sfis^ay^sp i o 2 T'»j 

0 4(CcfcyS'S^7U-AA^6l4tti?tlfcx ^^iMiAT 
S N = 2 CD^t— feVx'f '!r— -> a U— /xJWfSmjfeS 

:?^si 0 6) . ctiti»*ftS««*giRil4t:-/*^ia^L^: 

l^«^S^lMi»ii6g7-<7) 1 SBCDjglRlltti-AOJilpI 
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[0073] cKD-h^s t;-/x?iji#jt^aj 1 0 5 tmm 

m^S'JSPgp 1 0 6 tiia 7 (DXx -y :rs 1 0 6 Tmtc. A 
T S N = 2 tD:^■-^: ^T^-fir— >a>7 U-Xk<DS^« 

f7*t\ 2l<lS:^<3DlliSi5«^T&3 {;^7^y:rsi 0 

7) c 

[0 0 7 4] ElBlCfclNTv $t'^-■Um'im•^^^ 0 

S106T*i#/i:s ATSN = 2C0;i-~t>5^'r^-->3 
V 7 U- Z*©§<im±) <!: H^fflK^^lf $8 <h *^ 6 Sift^ilS 
1 <73*ilR]1tl^-i*$(iaP«)#^^fM-r«. (7.x'yyS2 

0 1 ) o -r^to-^s jgiRjist^-ASijiaiosjfiitiis »t> 

SS^ni*. »ift^^S 1 Tm^S (S T A) 4 - 1 IS] 
5l;^^a (ST A) 4 - HC|Sjlt6tlTt^S)b^S*i^T« 

[0 0 7 5] ^J^tiWilRlttCD/N'^-VT-jMfiJnT^ 
fS«^*^ •'2 J TS-pfcfrS. •?-LT}glRl1ttf-/x« 

iI<Dcj;3lc. SiffiSSS 1 ®iMfS«*6'' raj 

*«J« («:t^L^*«^) A^6s lRl«Hc*g|«o1tlf-A*iJiai<0 

[0 0 7 6] mmt. t;~-=i>7u-A<Djji«ffl^«« 

3b< rsj Z\ ^(DSmmtit^ r2j T'»ofci:-r«o 

r4j T\ ^(7)§fiii;':A^ r4j T-SorcifS, c 
<35J:^lCs Site^gBi rij f£it:^*< 

35:oTt^«««s SfHi^l* r2j :A:*<«:Si:t^ofc36 

tSL^&t^i^t^ Sifi^^SUis mi#U^iH©fiJ 

[0 0 7 7] Sfc. tf-=l>7U-Ix«D2ifim?:1f?8A'= 
rsj T\ ^^DSIiS^tfJ r2j T&ryfciir^o 

z^—t>7'^^-'> 3 >y u-A^Hiff «:^lf Site 
r4j z\ ^os^wtit? rsj T'fiofctfSo 
i:*. S^^^ia 1 <^3ll<sm:^6^ rij tcif±'^<rfD 
/j:<Dlc#t\ rij raf±i^<ii-oZ^''J. 



o7\ sift^ss1^*mlR]t^7'vx:^«ffll^fc^ilRltttr 

[00781 20JJi±a)e-=l>7U-/*v 2-P 

[0 0 7 9] ±§3X7^ y:?^S 2 0 1 T'S%«^» 

5v ;^?icsift^gg« 1 zn^mm (s t a) 4 - i iRiit 

tclglRlttfiS-HMaStirt^T S D M A««pItg«:-i-»3St^ 

<5iJ^«p/T^U'^;i/J-X±®i:# (X7^'y7'S2 0 
2) . t:-A*iJt#Jii£SP1 0 5ti. fi!l?l«SD»IA/j«RlSIT' 

$>^t^mr^ (xx'yys2 0 3) o 

[0 0 8 01 ZZ-Zlt. 1 U'^;l/W±a)JilR]14 

tf-A<DiPK#3J?*tl»v »*lWBilil1T'0«yA^*'«S 
DMA^nrji^<OlC+^ZS^^tfpmt^ (SDMAjS' 

[008 1] T.'r^yZfS 2 0 2»jJS-rLt.«£SS* 

2 0 1 T-Sift^^Sl *^*ilR)ttt:'--A*iJffiP«-^T^^Tt^ 
«i:WffiTL/ci:*l±. Xx-yyS2 0 2. Xt^^^SI 
0 3*X+yyLT. X5^yyS2 0 4'\5itro 
[0082] Xx-yrS203T\ tT- A^iJWJiSSP 1 
0 5 ti^±i^(DJ^io IC LT. S D MAii^PSmZS>i>t^m 
LfctSltt*. X7''yyS2 0 4'^5i*. ai^«;^*iJffli 
gpi 0 6ti. StfiSi^Si 550)x— S'(DilHia:^«-^i6 

^tb^nrciy^ji^tzifTitfz^ sf$L<ti. »*te®iia 

[0 0 8 3] E17(7)iftWtCMy. Xx-y:/S10 7T\ 
ia8JCfieoTSIfS«^*'JW3S'tT^t>tlT. «ffcfi:2S^« 

[0 0 8 41 t—b>y''f'r->'Byt'^sE^Kil^7t^ 
55(:ti: I E E E 8 0 2. 1 1 (7)Si^lC?JfK.«\ TVi^ 
i—Va V^^T*■^<. ■T'&fe-S. SS*Sia (ST A) 4 
- 1 a)3l€SPl 0 7 It. X'r yys 1 0 7T'3I^S^«^ 

:rs 1 0 8) o 

[0 0 8 5] T'V-VX— >3>iJ<?X7. l-7U-A^iE 

'M^csmLtc&tmmm^^t'^:<o!&'§tLz. Tvi/T. 

-5/a>UX/1?>X7U-A«4illS5l5$S« (STA) 4- 

^mtmin■r^ iX7''yys^ 09) « T'Vi/x— >3 
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T. El 6 <DX7" -y y S 6 comm^- KT-Site^gB 1 t 
S 1 1 0) o 

[0 0 8 6] ^JUlCs EI9*#!!gLT, «*S (shared k 
ey) <D:t—\i>7'-<^-'y3>^T^m-^i^r:>^^Tmm 

-t-'^-v'a Vro^^. SffiTlSgS (ST A) 4-11*. X 
7^-yys105T\ ATSN = 20:t— b>T-'<"ir— > 
3>7U-A:&S«Lfc«. ATSN = 3<D*— b>5^ 
-< -Jr— > 3 V7 U-A^Siti^^a 1 ^iJlaMfif 5 (X 
7^-y:/S 1 5 1 ) o ^(DPgs asaitt^^Ml 'MR)t:J-fc 
7^-^iJI«®fiKl::S«ffi:^$yffl)SI5 1 0 6 r-J-XMlciS^? 
nfcii«B^«5»« <!: ^■<03I««^T A T S N = 

[008 7] ATSN = 3CD7|-— trVT^'T'^— >a>7 
^^=&StCx 4s65l^^B (ST A) 4 - 1 'Matt«*glR)14 

if-/*«i8^La-r (xx'y:/si 5 2) „ ■r'S:*3-6s 

4S*SB (ST A) 4 - 1 fl!)#«E-rS:&l&*HS©±iBM 
[0 0 8 8] S%S$I91». 30iS£;mfc}SlR)'tttf 

-A^ffll^T4S5t5^B (ST A) 4-^mz. ATSN 
= 4<^7|-— tV7^'i"ir— >3>7U— (X 
x-y^S 1 5 3) „ 
[0089] C©AT S N = 4(7)7|-— trVT^-f -^-v/a 

[0 0 9 0] T'Vt^:^ 1 0 O^yt-LTSSLfcT^— 
§1Ix-^ffflSiMtllSP 1 0 3 T-A T S N = 4<D^— b> 
x-fy— >3>7b-lx7S^«!:¥iML/i:<t:*li. 
Af iJtfJtSBP 1 0 5 fcfiS^W^SISSP 1 0 2 T?aiJ£3- 

ntcmmy\y-i^<D&mmtJt. vtimtl^iii^^ 0 4 
ic<fe y mmy u-A6^ett!±i?ti/i:. fesi^w a t s n 

= 4 t > X < -5^ - 3 > "7 U— AS* tc J6 6> C 
1 5 4) o 

[009 1] cflji:*. t:-A?ij»«i:£§P 1 0 5 tmm 

S^MffllSPI O6f*07<DX7^-y:/S 1 0 2TWcv S 

±§aXx'y:/S 1 5 471#fi:. ATSN = 4CD*— fe> 
X -f -ir— > 3 U- A^Sfaffi^ ijlHf S*1f «i« 
fflt^TE 8 tcg^-r J: a e:t>26e«*©S!^« 

^f%3 (7.7"'yys 15 5),, 

[0 0 9 2] Wm«i2I7W7.x>yyS 1 0 8JXKa)j!llS 

iSffi:l?l«T»«o 

[0 0 9 3] m 0«#BgL,Ts iiS*^B (ST 

A) 4- 1 trVx-f -ir— >a>®^Tti&<s 



S35:«gp»^c-Dt^Tl^^?B■r«o -r^rfc-e. wsssssb (s 

T A) 4 - 1 (is Xy'-yyS 105 T\ ATSN = 2CD 
ysi0 6s Xx-yT^'S 1 0 7€^X+yyLT. Xx-y 

ysi oB'vjt*. T'y-vx— >3><oB8<e^S5Rr* 

/j:460D7' y -> X— > a V '>< •J' XX h 7 A^Siti^^l 
B1 55lt3aHl-r« (Xx'yysiOS) „ zyv^x-v* 
3 > U -^XX h 7 U-A:&iE?gfCS^ LfcStfig^lB 1 
l±v ^«DfSgi:LT7'yv'X-v/a>UX'1^VX7U- 
a:&4S*^S (ST A) A-^mcMmt^ Uy'yzf 
S 1 1 0) , 

[0 0 9 4] CODT'y-^X— >3>UX/1^>X7U— A 
IctituaSLfc?!— HzVx-r -ir— > a >7 \y-h.(Om-^t 

[0 0 9 51 7'>x:M 0 0*y>LTSfsUfcx-^'*^ 

zy v'X— > a > UX<KVX7 U-AT'«5 (tsftx- 
^fasusiaigp 1 0 3tf:*iJKIiLfc<!:#t*v SflH^a^gB 

1 0 2T'»is*nfc^s:7u-ACDS^s^i:s mm^ 

tl^^iii^^ 0 4lCj:t;SiS7U'-/*A^6tttil*n/i:s » 
^IHiZy-^x-i/aVUX'I^VX^u-ASstliSlc^tt 

iH«UTfci^/ciMfi«:^tS«6^e-Afij^#liSgPi 0 5 

tCA^Stl* (Xx-yT^S 1 6 1) o 

[0096] dCOi*. e-AfiJ?#*tSSP1 OSiijUfi 
mi'DiyMPl 0 6l±, Xx-y:^S1 0 2Ti#fcv SfflL 

Xx-yys 1 6 1 Tl#/c. zyv'X-v'aVUX/KVX 

x'yys 16 2). 

[0 0 9 7] Zy-VX— VaVAfiE^lcSITt-^.!:. 
-J'-t X*iJSP7 x-Xft^*l7 LTEl 6 COXx -y y S 6 COa 

^s«<^TS^^n^ (Xx-y:^s 16 3), 

[0 0 9 8] zy->x— >a>"J<>XXh7b-A*S 

iz. 4flfi*^B (ST A) 4-^^mf^i^\^^^-i^^ 
la^-Ti) (Xx-yT^SI 0 9) o ^LT7y->x->/3 
>UX^K>X7U-A^fiS*SB (ST A) 4-miC 

2S^Bt"« (Xx-y^s 110). His. xx'y^s 1 0 
4fccfcl^Sl 0 9tti5**oT'fcJ:t''U >t^<D?fTt. 

[0 0 9 9] «±i»WLfj:<fc3lC. ±iBmi ©HfiB^HI 
tccfenti. aS3R^B (ST A) 4-iii. Sttiig^Bi 
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J§lR]tt«DSK y SOMA ^^T% -5 rotC+»TS5 *^ 

^t-^^mmr^) o sifigsiBiA^ (sdma^?tS5 
'mim^Lmtcticj^ij. mx^m^'^w (st 

A) 4-i (i=2, 3) ©ii^tCj*LTT»t«:«C 
[0 10 0] S/c. 4S*Sa (S T A) 4-1 A'i±iacD 

j^oiz^mmm^BiSioztKi^v. m^mm (s 
T A) 4-1 A^±iH<D cfe -5 ^iM^i^^:^^|J^^P=&^^%^^^l'^ 

J«^<»:ibSJLTs ■fiU^iiSJfiSS (STA) 4-i (i = 

2, 3) t/^dF^'jyuyxt^mt. mmmm (st 
A) 4 - 1 b-^amnm^m i {cmi-z<Dmmm^<osm 

*n*Ji^6'">35:<'S:^= -Tft^J-S. fte®4Si3SSai (S 
TA) 4-i (i=2, 3) iC^l^Tv 4bb3|5SIB (ST 

A) 4 - 1 f^i^mtmrns. 1 'vcojuffi^f^sffiiE:^^ 

L^St^JS^. fa<D4ffi5|5S^a (STA) 4-i (i = 
2. 3) ti I EEE802. 1 1 tlTL''« N A 

V(Networl( Allocation Vector) ^^Mt^CtH^tsi^ 

5) o ^Tcs mmm^mTb. mmmu (sta) 4- 

NAV«^Kfte<04S*gB (STA) 4- i (i=2, 
3) Z^IS^*-«±5fcd6tc:. m^mS (STA) 4-1 t 
ODJlfSlcffl S JilRjtt t; - A i: 5^!SI L /-dticOJg[R]14 1 - 
A%ffll>T4S*SM (STA) 4-M,ZtiLTmmt^ 
X— ?*4aB*gB (STA) 4-i (i=2, 3) IC'^ 

10 1 01 ] tjtcTs stti^^si ti. mm(ommms 

(STA) 4-i (i=171(S3) i: S D M AA'tRllg,*: 

tjiV. mmmm (STA) 4- ifl«±iB2i^«*«iw« 

[0 10 2] ±iBmi ©iissff^siros^ix— j^a 

giMaj^l 0 3tt. SmLkyiy-L^'r—SitK Sift® 

i4/\°^->T-aiffr57-»5 5:?p- K+-v;^ f-c^u 

-AT^-^iT'SS^jV »«tH*»*l!5SilB1«^lRltttf 

- A$|Jap=&^T^ o T ON % 6 t^JiiPltt kf- A^J^^K L T 

giJi^tiSSP 10 31*. SfflgP 1 0 1 Tl^fclW A C 7 U-L. 
tftD^'T^^F 1 ai+t^'-^-frF 1 bix— 
KF4T»«1if«^ttaiLT. iin66^6SflLfc7 U 



[0 10 3] atife^^sBi jB^tsiRittfci'-^^Jiais^fT^^ 

SUf^ltli. ±fB^;S<D^ti3. ttife^SBl 6''6.5IHlT5rti 

gPI 031*1215 (a) l,cmLrcMACyly-L.(D^9zT 
FUX (DA) ^^xyJ'LTv K+-\'7. hT' K 

UXT»«JS^tci*:/a- K+^+X 
LTJS^t*tl'-=lV7U-AZ^»y. gilB«D7'FUX 

[0104] (% 2 Hfig^lS) ±§Bm 1 l^fifemffiTH*. 

lfl5*SB (STA) 4- i 6^aHl'^:^$W^ff^5Ji^ 

(STA) 4- i 3!?+^'JZ-trVXU'^;U*SiJffl)r5« 

[0 10 5] ::a)m'^'^s:^mz^tm^mmmmt^m 

4S*SIB (STA) 4 - il*> ttift^^lBl*'' 

L/cBOJSiiS;^ ti^e.. SitiS^IB 1 T'JSlRlIt 
tr-A*Jffll=&tT36:oTl/>53b^S6^^¥'JllT-r5 (JifSllttf 

-ASiJffll^tT^oTl^5<i:fJ8lTL/c^tct*. *6lCx 
(RlttcDiiS y S^ft'' SOMA ^^^35: 3 CDlC+^TS-Sft^S 
A^^fiJIfi-rS) o Siifeg^BlJb^ (SDIVlA«^T*3ro 
tC-|-»35:*glRl14<J!)iRy*#T?) ^glRltt^^~-A§lJ^lal^^^^ 
^Tl^^iWafrL/ct^lct*. J.X^C)SgB<D=1rViJ7 

■b>xu^ju«±tfs:SiR)itie^Liiu j£^s*'Wfiic 

[0 10 6] Ell n*. m2||fi(5ffJSIlt«<3«SS*SB 
(STA) 4-i <Dga5©«J5)6«»J€''T^Lfct,tDT\ 04 

©JffllgjJI 0 9*Wcti:iiJjD?tlTl^?)o 

[0 10 7] +A' 'JZ-feVXfiJWl 0 91*. li'-ix^ij 
fi«t^SP 1 0 5 ic J: y S D M AfiSpTtgiipJWLfti:* 
i*v g^Bc7)C SMA(tfcn:f5 + ^ ';7'-tV7.b^;US- 

[0 10 8] +A'y7'-t:>'X$iJiBlg|51 0 9T-+i'y7'-t 
yys 1 0 7. E907.T";':^S 15 5. 01 007.7^ 
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[0 1 091 01 2^i+■^''Jz•fe>7.^'^/^^^J^^P#)li«^ 
—^^iam-^^^i^L. s*«gl5»^^:ol^TlJ^0^■r 

[0 110] t;-/xfiM«^g|5 1 0 51*. El 7 0X5^ -y 
:/S 1 0 6. EI9W7.xyyS 1 5 4. HI OOXx-y 

:rs 1 6 1 Ti*. msvm^MLrc^^iz^ m&m^st 

t\ SDMA^^T35:3ro^c^-5^•7■S56^g6^«■¥lJKfr■r 

5„ ■(5!l7l^^"^g[R)'l4t:'-Ix(D^|J^#©^^/^A\ f;t:su^ji/ 

yS20 17!iMX^'yyS203) , «1©Slfift 

fKS8cDlS^i:IWl;«. X7^->:''S 2 0 271jMZ7^'v:''S 2 
0 3OfiJWi5aSt**<Tt>d:C\ C<Dm-^it. T.y'-yZf 
S 2 0 1 T> StfiSmil *i«»lRJl4e-A»W«tf&o 
Tl^^tWKL/cii^l*. Xx-yyS2 02. Xx'^^ 
S2 0 3^X+';/:/LT. Xxy:?'S2 0 5'\jifeo 
[0 111] Xxy7S2 0 3T% SDMA«SprfigT'» 
:5i:fcf-AfiJi»}t^SP1 0 5 6^fJiTLfc<i:^tcli. ^-^ 
UT'-trVXiiJWSPl 0 9li. ggSco+-i?UZH2VXb 

+i'y7'-ti>x<D«jg*a)A«j:3icia3£-rs (x 

[0 1121 lJ(±iKWL/{:J:atc. ±IBJB20IIS(BKffi 

iz^tnt. tam^m. ( s T A) 4-1 tisttt^ss 1 1"^ 

fS:^<!:s Si-fi^gai*^:i-+-^XhT-)llffr^f='— f 

*gl«Ott<JD!Ky M-^*^ S D M A «?T*5<DtC-HJT»*6^ 

STb^^WKf^) o »i-t!l^^S16^ (SDMA^tT^d 

<te<offl*iia (STA) 4-i (1=2. 3) mmm 

^Bi tomimmc^t^w&^^^t^^tfi^'j^tji 

<^^o SfoT. 4s53K^^a (STA) 4-11*. S^ffi 



tOiflHTS^S (STA) 4- i 6'i???iL35:C-'<tLT2l'fii]!l 
^^mikt^<OT\ I E E E 8 0 2. 1 1 iC^g^^nT 
t^^SN A V (Network Allocation Vector) ^ISSfS C 

ijb'i^t^ (N AVTb'^iS^i-tlSi:. Sas^^SW N A V 

(STA) 4-1 (i=17bS3) MT'N A V^SS^e^F 

4ffi*gM (STA) 4-i (i=171jM3) ItWLTJJI 
«-r*x-^«fl»!©^5lESa (STA) 4 - j ( j = 1 

7!jM3) ICjMfflf «jeSSti^t\ •flL. Z.(DmmT'(Dm 

3lC^S, 

[0 1 1 3] fi^oT. »ift^^Bl «IS<04S3feSSa 
(STA) 4-i (i=17bM3) tS DM Aft^PTSEt 

Jiy. iK^iia (STA) 4- i3e«±f3+-\'U7'-fevx 

[0 1 1 41 )S:fc. (SS*S^S (STA) 4- i ti. El 

1 iZTTiLtc^olc, ±iB+-\' iJZ-trVXSiJ^gpi 0 9 <!: 

Buiili Ltcmm^tiUM^ 1 0 6 

[0 1 1 51 Sfc. 4ift*S^a (STA) 4-i». ±5B 

+-V u7'-b>7.»a5 1 0 9 tw-mLrc^imxmm& 
[0 1161 m3mBmm) ieee802. iir 

tiRTS (request to send) /CTS (clear to sen 

d) Li'^oT^^-izxmmisii^^ibTi-'^o cn^ms 

(a) tSfty. (mU MACN-y^fSPttRTSTf* 

hP— yUF 1 . Duration ID. RA. TA 
i&U. C T ST't*7P-ixl3> hP-;l/F 1 . Durati 
on ID. RAtSU. «tC7U-L.*T^'rF4tt» 
t\ ) IVIAC7U-i:.iCfcnti.*W7U-A%15oTKS 
{stt^a«-r«5^;*T-iB5o RTS/CTS§lJ^S|l 
Tti. RTS7lx-/*<!:CTS7l^-Xv«'ffll^*3i)\ R 
TS7U— CTS^U-AT'^SibHiMA 
C^-y^-lC^^7U-A=]> hP-;UF 1 cf'(7)^'r^ 
F 1 at^:f^^ZfF 1 bT-i|9JiKi-r^c:i:tf!T-$5= 

[0 1171 C(DRTS/CTSW«^^«E1<©«9i 

S16''4fl5*SS (STA) 4- i *^6RTS7U-i»« 
gfif^t. ^-rofS^tLT^I^Sas^iilB (STA) 4 
- 1 lCiS-rCTS7U-i:.»^S4ie5l5SB (STA) 4 
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tmmizLT. 4fl53fe^S (STA) 4-iT-t*§fflLfc 
lf-zlV7U-/*©S«m^^ SfflUfcCTS7U-A 

[0 118] ^ni-xj^i*v BuarosK m2mmmmt 

[0 119] 3iHi^5R©SL:fc!ffi*^S (STA) 4- 

i (mi#4S*»s (STA) 4-1) mm'^m. 

mmtiT'RTSyiy-L.^'Mmt^. ^-pT-^t^i* 

10 2 0] mmm^SMt. RTS7u-/»«^§ffl-r 
A) 4-i-^fB]tt^jiiSGttt:'-A^is^-r5, f^^p 

"Sv SffiSR^S (STA) 4-1 <7)#ffi-r«:&lRl)^f5©± 

[0121] mtm^ut it. ^(ost^intcmipi^if 

-U^mi^Xi^^^m (STA) 4-1^tC. CTS7 

[0 12 2] T>'ri-^ 0 0^ifLZ^mLtc7'-'Si3 
S«r-^aJSyfiltilg|5 1 0 3 T'C T S 7 U-AT'Jfe^t 

^iS'J^gp 1 0 2 T-SiJS* 4a/caK7 U-AcoSffi^:/: 

t. mismttmih^'i 0 4{cj:yaK7Lx-A*^6ath 
^•nn:»5^<H*^ c t s 7 u-ix*fiS(c^a6iBliLTfc 

if-A«ig^L*t^Ji^a5«cMiaiti®7o 1 mm<om 
[0 12 3] cicDct^ t;~-Afij?#JtsgPi 0 5 tmnn 

tiMmSi^ 0 61*. ±85CTS7U-A©§fim^<!:. 

[0 1 2 41 fe;5l>». 01 2lc5^Lfc<J:3^M!S*?T 

[0 12 5] ±iB<DKB^t*s SStRSS (STA) 4- i 
*^6Sil6^^fi 1 'VR T S 7 L/-A«-iMfi-ri.Ji^T» 
iffi(cSt&@$l8l ]b^e«lli5ts£ia (STA) 4-i 
-NR T S 7 U/-I*€-2Sflf SH^tS^o 

[0 12 6] Si-iii^SS 1 A^64aB*^SB (ST 

A) 4-i'\RTS7 ly-u^mmr^ni^^mmr 

So 

[0 12 71 z.(Di§^s miml^m.^ immcmmm^ 



tt^mmmm (sta) a - if^mm^nr^tzy 

Sfsa^jja^^siCv ^^3i5Sii (sta) 4-ii^ 
Jticsisoit tf-A^ia^ LT R t s 7 u-i=.*jism-r 

So 

[0 12 8] crojsicjiau ±bBSi. S2 

Sgfi»B!ii:l^«lCLTs «5|5S^S (STA) 4 - i 7- 
lis §^3Lfct:-l]>7U-/*<7)§<IS:'Dv SfSLfcR 
TS7U-/*<7)§fflm^<!:*^6.x iMfflm^-^v ^^')T 

[0 12 9] -rS^b-Ss 4S5|5i^a (STA) 4- \3T 

<liadgM03T. RTS7U-ZxT»Si:fJBiLfci:# 

»s if-2*ifiM}i:^a5 1 0 5 icti. §ffi^:^Jt^g|5 1 o 
mgci 0 4icj:yaK7U-i**^e>tta*n/i:, ssi^ 

» R T S 7 U- A*K5lC^4&S1t LTfct^fcj||««*« 

[0 13 0] c:<^<!:$x \^-u%mn.■^t^^ ostWm 

mtiW^^ 1 0 6 lis ±IB R T S 7 W-U<0^mMti t 

m^^timmt. «ijjiHf07®x7^-yysi 0 2Ti§fc 

gfi Lf= t □ V 7 u-AcDSfiiS:^ i jMfflfS:':1f $a t 
%fflUT. l218^c5^LfcJ:•5«:SaS«:^T:&l\ JXIItt^ 

[0 13 1] HHtm^iC, HI 2l07TL/cJ:5^SttS 

t\ 

[0 13 21 »StHi2m«*<Dai^i:+-f UT'-bVX 

U^;l/<Dia:S%I^Bt(cff J: •p LTt J:i\ 

[0 1 3 31 m^^m (STA) 4- i T\ ±iB<D<fc-5 

s iiaic c T s 7 ly-u^mmt^o 
[0 1 3 41 stfts^an*. cTS7u-zx*sfs-r 

St. ■f-<0<i:*rogffS:^D^^6^e. ISffiSS^S (S 
TA) 4- i Iqlt^-(Dj§lR]14tl-/*^fS:^LilU •5-0)^ 
(7)^iS«5R$SS (STA) 4- i iCDiMtCfflt^So 
[0 1 3 51 CKDJcateLTx ±IBS3<0llieg«l(DJ« 

^t,. mis m2<DSlMg^jlloii■&tpl«l«:J^!I««^ss 
[0 1 3 61 ^7b^m 3 mtmmTmmLtc^^ 

IZ. «|jtCD4S5l5^a (STA) 4 - i <73^n^'n*\ s 
U^;U^SiJffli-r S i: icj: y . UTICtx-T J: ? ^iafflJIJ 

[0 13 7] ■r'5:*5-6. m ^ TbMm 3 mmmmoi^mx 
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S (ST A) 4 - i i:Jiffl^^T%•5J«^^COt^TI^^0^L 

rci)\ m 1 3 icm-r^vicmummst ii> i o^jiiRj 
^i^-L.zm.m(Dm^mm. m^ s-^f*. «ss^^m. (s 

TA) 4-K 4-2) i:iifg5tT«:5J:5lCLTt<fc 

[0 13 8] Sffi*^ai (ST A) 4-1 -s(Dii 

iSltt fcf-/* <t Sftt-r 5/ - V**-r « C 1 1 «:5flS<D 

SSSS^S (15IJX.«\ Sm^mS. (ST A) 4-2) 

-r5«^s «±s^$saiti, 4S*s^ (ST A) 4-1 
'scffiFRitttf-A 3-4 ^mmnnom^mm. (s r a) 

4-2tctttjSi::SiJlT5o mmmwM)- 
6 1 •cxDJSiRittti-^s -4^ft3iicsijs'Te.nrc«i3i5 

(ST A) 4- Is 4-2 7ti> Sitings lis 
Cfg|^14lf-A«5t«^« C t ^fjai: LfcC S M A 
/C Alcj:57''?-tXtS^IX^i-r«C <!:lc^5o 

[0 13 9] 1311 3lC5^Lfc,fe-5^fKj8<D)SfflB$lC*5L^ 
Tts ffia<D4|l85lCilS (ST A) 4- i <D^n-Ftl6\ 

lEJglRitt ti-Zx 3 - 4 i: i) Jgltltt tf- A 3 - 5 « 
SiMT6tlfc«lli3l5iia (ST A) 4-3'\<D!lS*SS 

(ST A) 4- Is 4-26^e£D=F-^s S^SlMiSifeS 
gSl 6^6JilRlttt:"-/x3-5S-»J^Ten/i:lS*SB 

( s T A ) 4-3 ^mifTmrns^ntcm^o^tmiiMmw. 

(ST A) 4- Is 4-2'\<7)=F^^®*f>s Stft^gS 
Uis ^HSCOSSSSE (ST A) 4- i iSDMAi'^RT 
tgi^Us ^fcs SS*^a (STA) 4-iffliJT'jM€« 

[0 14 0] sfcs m-\nm.m3a:)mmmmTt5imLrc 

Sttt^^S (AP) 1 i:^Cli:}g)jgS-r^«SS<7)»i^'?^ 

-TTybtLzo^mmmmi^m (sta) 4-i71jM4 

-3*^635:«10<DBSS T^«tRe*nTt^fj:««s C ©JS 

OWSite^Sa 1 - 1 s 1-2) s jtlScOBSS (ilil 
T»s 0>j7{.t**1©BSSi:S2©BSS©2^) 6^6 

So 

[01411 z©Ji^^^:fet^T%s «a©^5l5gS (S 

TA) 4-i m?Llm^ !iS*^S (STA) 

4- Is 4-2s 4-1 Os 4 - 1 1 ) ©-en-^n/j^s 
»*tessa 1 - 1 ^5iHi»t4^sa 1 - 2 t(omm<o 

tic J: Us Stft^^Bltis «ia©as*^a (STA) 
4- i iiSDMAA'ipItgi^rys SfciasSfeSa (ST 
A ) 4 - i ffilT'SHB«:/3-^+ + 'J Z-b >X U'^/UWWiSP 



[0 14 2] (STA) 4- i (is 1216 

©Siit-K (X7''yyS2) s ?J— trVT^-f-ir— >3 
> (X'r'yySA) s 7'y>/x— >aV (XT^y^S 
5) s iifs^-K (Xx->:^S6) s xVX7'y->X- 
i/3> (XT^-yys?) s xV^t— t>7^'r'!r—:/3> 

(Xx';':/S8) ©t^^'n^!:fc^,^Tt,s isswtct*e- 

Lfc©T»n«s El 8s a 1 2lC/TxLft:3ai<im;^$'J^-^ 

[0 14 3] ^fcs :^mmmt. ±tE^nmmmmm 

mJSttRllg!5:IBy>ll:iiia^-&-t+TIISfeLTtJ:<s -f© 

Ji^/iSj'^^Djnfcjai^ftMfenSo #6its ±i3#ii 
*x5aa©msfi=i!:fctt5Jgi:«:ffl^to-a:tj:* y a^s? 

3{j«ttaj*tifc«^jctt. ^•©ttm**ifci8fl^«iififi-rs 

li'&tc»«llS8PiJ««Jlfll«fflatBT«l:atoti«t.©T' 
[0 1 441 

[«flS©J»mi JJt±:Si^iL/j:J:dtc*|IWlcJ:tlWfs C 

SMA:^ieiCSDMA:&ie^®fflL/'cli-&tCs 
a<»:«l»©J»*|Sffi*iga<!:©F^7-Ja*©J:t^x-^'2gS 

[|llS©B@m^I«B^] 

XT^A-paBS^HgL A N->X7^A©«fiEm5^TE7» 

So 

[021 stte^^a©*^^^^^!-^®^*^, 
[031 y^-:r'r'fzry\y-(yy'ri-<ommm^^^i>tz 

[El 4] J«iigSS*Sia©«^«y*'XxL«:ElT'»So 
[1215] IEEE80 2. 1 llC^^TTtlT^SM A C 

[me] MiiS4i*sa©«isi!jf^«ittRS-rsfc46©7P 

[071 Jlil««3l5Sai:*%gS^Bt©FaTx— ?*2S 
1217?**. 

[B81 ^iM(«IIS7l;i^a©Mfs«:^$>W#lii%l$i^-rSfc 

[El 9] J«!i«4S*Sa<h»ft^8B<!:©P^T-x-^«-3ll 

§{fr s ^©sfi«^ftij?ai?iiii!:o t^TSiB^-r s /ti*© 

BZ^s (Shared key) ©:t— feVf'-f -ir— >3 > 

(authent i cat ion) ^t?>Wi-a^7nTmT$>^o 
[01 0] J«««4S*SB<i:»ife©S^a<!:©F^7-x— 
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<D^T\ T'Vi'X— >a Xassociation)<OBSlCJiHia 3 1- 

timm^'ntj: o j«^^/T^-riaT'»«o 32- 

[0 1 1 1 mim^^moy%(ommm^fr<t^-ctb^o 33- 

[012] fmw^^^mo:)^'^ 'J Tiz'yx i^^iuomm 34- 

#|lB«-ittWr^/i:46®7P-^-\'- hT-S^o 3 5- 

[013] 1 -ocDwmmm. i i o<o«iRii4if-ixT' 36- 

«»cDiS5l5lK«ta««if«:3«^«Stt^|-rS/c46©ia 3 7- 

T«*o 3 8- 

[0 1 41 «|»<DB S S6^6«:5<iilijai->XxA<D« 3 9- 

m^(Dmm] i o o 

1. 1-K 1-2-- - Silfi^^a 1 0 1 

2 • • 'T9y=r^-^T\y^T:/7-)- 1 0 2 

3-1 ~3-5 • • • T'V-^TMf-A 103 

4_1^4_3^ 4-1 0. 4-1 1 • • -fiBsSSIS 104 

(«l«l^*iia) 1 0 5 

5 • • • i^'v'pt^-ym 1 0 6 

11-1~11-3«.- Sffl^ 1 0 7 

1 2-1~1 2-3 • • 'Wm. 1 08 

1 3 • • • ^wm 1 0 9 

1 4 • • • i3lfi$iJ«PS|! 







* J y J J ^ J 


o 1 — 




. . ^^©4inlfe "7 ^ ♦v ^ 


--3 2- 


3 • 




~3 3- 


3 • 




— 3 4- 


3 • 




— 3 5- 


3 • 




--3 6- 


3 • 




-3 7- 


3 • 




— 3 8- 


3 • 




-3 9- 


3 • 





II] 



[02] 




AAA h'^<f:'5^-f:' 



3-3 t-i 



y 


Y 


Y 









1. 



14 



RS1 



RS2 



RS3 



12-1 



Em 



mi 



TS1 



TS2 



TS3 



4-1 



4-2 



4-3 
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-S8 



107 



101 

100 ? 



104 

? 



103 
J. 



108 



105 

? 



K102 



(Deauthentication) 



-S9 



S201 



4-i 




NO 



NO 



--S203 




-S204 
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F1 

) 2 


F2 

, ° ? 


F3 


2 


F4 

^ 0-2312 


4 


71-U 


Duration/ID 


(DA) 


BSSID 


(SA) 






FCS 







(a) 



Fla 



^•^-...MACAt*' 
Flb 

^ 



(b) 



7l^ii**f*'f 











[07] 



«MiaiS(AP) 



STAfRjltC^SfRl'tt 



S104 



S101 



llll3|C«IB<STA) 







S103 


Authentication 7 U - A( J. 4r 


^^^) ) 


(ATSN-1) 


SI 05 


Authentication^ 




(ATSN-2) 






S108 


Association iJ^xJ^ h7l^ 


-A / 




SI 09 


Association ;i:^>X7 Ix- 





S110 



11 2] 



S201 



NO CflIU) 
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[IE191 



7 



S104 



STA(fillft=«l|Sl1* 



S101 



-SI 02 



S103 



(ATSN-1) 




SI 05 




Auihenti cation 71^ 


-A 






(ATSN^) 




8151 




Authentication 71^ 


-A 


I 




' (ATSN-a) 




SI 53 




Authentication? [/• 


-A 






(ATSN^) 



'SI 54 



I afeflm^lflPt~h -S155 



11 0] 



»ttnttK(AP} 



STAj^itt::«|SH4 

? 

S104 



STAf^CtlZ*i|S!l4 



3109 



S101 



ttl3fJM<STA) 



S103 

Authenticalton7l^-A(J.-#^;^ h) / 
(ATSN-1) 

SI 05 

Authentteatlon7U-A ^ 

'^'^^''^ sioe 

Association'J»x;< ) 
S110 

Association L^J^<K>;< 7 -A / 



--siei 



"V S162 
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mi 1] 



II 41 



V- 

100 



107 

"~e: 



106 



109- 



101 



104 



103 

? 



mmmm 



4-i 



108 



mn 



105 

} 



^102 




4-11 



(72) 

(72)56R8« fijTt >f 

»^JIIilJI|ll^r|i^lKdNfpl^SfflJ1#% « 



F^-A(##) 5K033 AA05 CA07 DAI 7 DB20 EA02 
EA06 

5K067 AA13 BB21 CC04 CC08 CC14 

EE02 EE10 FF16 GG08 GG09 

HH22 KK02 KK03 



